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Master Thesis

SUMMARY
Authentication in 10T: 6tisch secure join using distributed storage for the key
establishment

Yosr BOUMAIZA

Karadeniz Technical University
The Graduate School of Natural and Applied Sciences
Computer Engineering Graduate Program
Supervisor: Dr. Prof. Sedat GORMUS
2019, 81 Pages

Nowadays, the Internet of Things (l1oT) is among the most important topics of
research. It is essentially an interconnection of a great number of small devices over the
Internet. These small devices are generally equipped with low power radios and suffer from
numerous constraints, notably limited memory, limited power, and low computational
capacity. Developing security mechanisms for such Internet enabled low power networks
pose a real challenge. Authentication and access control are significant and critical
functionalities in the context of 0T to permit secure communication between devices. For
the 10T, it is not possible to carry out directly the classic security countermeasures since
most of the existing mechanisms are designed for devices with higher computational
capacity as compared to IoT devices.

Security in 10T is often bootstrapped with the aid of cryptographic key distribution
amongst devices. In this case, one of the greatest research challenges is to assure secure key
storage via sensors taking their limited resources into account. This thesis introduces an
enhancement of the existing secure bootstrapping mechanism of the standard IETF 6 TiSCH
protocol in which a distributed data storage is used for the management of the authentication
keys. With this distributed approach, the objective is to minimize the communication
overhead of the IETF 6TiSCH authentication mechanism, enable an efficient authentication
process and enhance energy efficiency of the network through holding the authentication

parameters at the edge of the loT network.

Key Words: loT, IETF 6TiSCH, Bootstrapping, Authentication, Key distribution,
Distributed storage.
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Yiksek Lisans Tezi

OZET
Authentication in 10T: 6tisch secure join using distributed storage for the key
establishment

Yosr BOUMAIZA

Karadeniz Teknik Universitesi
Fen Bilimleri Enstitlsu
Bilgisayar Mithendisligi Anabilim Dali
Danisman: Dr.Ogr.Uyesi Sedat GORMUS
2019, 81 Sayfa

Nesnelerin Interneti (IoT) giiniimiiziin en dnemli arastirma konular1 arasmdadir.
Temeli, Internet iizerinden gok sayida kiiciik cihazin baglantisina dayanmaktadir.

Bu klcglk cihazlar genellikle diisik giiglii radyo ile donatilmistir ve sayisiz
kisitlamadan, 6zellikle de smirli bellek, sinirhi giic ve diisiik hesaplama kapasitesinden
dolay1 kisith islem giiciine sahiptir.

Bu kiigiik cihazlar genellikle diisiik giiclii radyo ile donatilmistir ve sayisiz
kisitlamadan, 6zellikle de smirli bellek, sinirh giic ve diisiik hesaplama kapasitesinden
dolay1 kisith islem giiciine sahiptir.

IoT i¢in dogrudan klasik giivenlik 6nlemlerini uygulamak miimkiin degildir, ¢iinkii
mevcut mekanizmalarin ¢ogu IoT cihazlarina kiyasla daha yiliksek hesaplama kapasitesine
sahip cihazlar i¢in tasarlanmistir.

IoT'deki giivenlik, cogu zaman cihazlar arasinda kriptografik anahtar dagitimi yardimi
ile gergeklestirilir. Bu durumda, en biiyiik arastirma zorluklarindan biri, simirli kaynaklara
sahip olan sensorler araciligiyla giivenli anahtar depolamanin saglanmasidir. Bu tezde,
kimlik dogrulama anahtarlarinin yonetimi i¢in dagitik bir anahtar depolamanin kullanildigi
IETF 6TiSCH protokoliiniin mevcut giivenli 6nylikleme mekanizmasina yeni bir yaklasim
sunmaktadir.

Bu yaklasimda amag, IETF 6TiSCH kimlik dogrulama mekanizmasmin iletisim
yiikiinii en aza indirgemek, verimli bir kimlik dogrulama islemini miimkiin kilmak ve IoT
agmin kenarinda kimlik dogrulama parametrelerini tutarak agmn enerji verimliliini

arttirmaktir.

Anahtar Kelimeler: IoT, IETF 6TiSCH, Onyiikleme, Kimlik Dogrulama, Anahtar
dagitimi, Dagitik depolama
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1. INTRODUCTION

At the turn of century, a new concept appeared named the Internet of Things (1oT) [2],
which is a technological innovation representing the future of communication and
computing. This new concept of globally connected small devices relies on new

developments in areas such as wireless sensors and nanotechnology.

This concept would enable anything to communicate to everything, helping to make
everyday life easier for everybody, through remote monitoring and controlling industrial
systems, our homes, our health, and so on [3]. It integrates a great number of end systems

allowing mutual communication and open access to data among them.

The principal benefit of the Internet of Things is evident; it is effective in data
gathering and exchange using minimal energy during this exchange. Additionally, 10T
supplies cost-efficient methods for application areas such as energy distribution and

environmental monitoring [14].

The interconnected objects, which forms the 10T network, are equipped with low
power radios and suffer from numerous constraints, notably limited memory, limited power,

and low computational capacity.

Two of the most challenging subjects in such interconnected system are security and
privacy. In computer networks, the essential basics to resolve security and privacy problems
are authentication and access control technologies. They are able to preclude unauthorized
users from obtaining access to data, inhibit allowable users from accessing resources in an
unauthorized sort, and allow legitimate users to get access to data in an authorized way.
While constructing an Internet of Things system, it is very important to take into account

the scalability, the energy usage, storage, and the quality of service [51].

Security in 10T is often bootstrapped with the aid of cryptographic key distribution
amongst devices. This requires a significant number of communication overhead since the
devices bootstrapping to the network has to authenticate themselves to a central entity. An
alternative to this centralized bootstrapping approach is that the authentication process is

handled within the network by the selected proxy authentication nodes. In this case, one of



the greatest research challenges is to assure secure key storage in these selected devices
taking their limited resources into account. This work introduces an enhancement to the
existing secure bootstrapping mechanism of the standard IETF 6 TiSCH protocol in which a
distributed data storage is used for the management of the authentication keys distributed
within the network. With this distributed approach, the objective is to minimize the
communication overhead of the IETF 6TiSCH authentication mechanism, enable an
efficient authentication process and enhance energy efficiency of the network through
holding the authentication parameters at the edge of the 10T network.



2. BACKGROUND

The loT is an emerging paradigm in the world of computer networks. It can be defined
as an evolution of the Internet for the inclusion of all objects and places in our surroundings
(refrigerators, thermostat, houses, vehicles, roads, etc.). The promising concept of 10T will
simplify our lives, make us saving time, discharge our brain from memorizing logistical data
(routes, medication times, etc.). Thus, ubiquitous access to different types of information
would enable lifestyle sophistication and significant improvement in the quality of services
in different areas. 10T, which is a new wave of the Internet, is actually a nascent (growing)
part of the Internet of the future, called the Internet of all objects or I0E (Internet of
Everything). It aims to connect people, data and all objects, so that there is a fusion between
the digital world (virtual) and the real world (physical). The objects of the physical world
will be incorporated into the virtual world of the Internet. This calls for new trends and
innovations in terms of communications architectures or the presentation and operation of
services. [4]

This chapter is devoted to the presentation of the Internet of Things domain and its

related aspects.

2.1. Background for the Internet of Things

2.1.1. Definition of 10T

The emergence of the Internet of Things is only a result of convergence between
numerous technologies, namely the Internet, wireless communication, embedded systems,
microelectronic systems, and nanotechnology [1].

The 10T is an expression that has been coined in the late 20th century by a man named
Keving Asthon. He is regarded as the first person who used the term loT in a presentation
concerning the connecting RFID tags to the Internet at Procter and Gamble in 1999 [Ash
09] [2] [3].

A precise definition of Internet of Things cannot be established although many have
attempted to put the concept of the Internet of Things into words. The 10T comprises

different objects, each made for different purpose, manufactured by different vendors and



with different capabilities, complexities, and bit-rates, which have a shared way of
communicating for authorizing transfer of data, where this data is understood by two or more
objects in order to make a process more effective [5].

The 10T vision will introduce a new dimension to information and communication
technologies: besides the two temporal and spatial dimensions that let people connect from
anywhere at any time, we will have a new dimension "object" that will let them connect to
any object [7]. An annual report of 10T is published by the International Telecom Union
(ITU) in 2005 where they extended the concept posing the foreground “Anytime, Any Place

and Any Thing Connection” [8]. Figure 1 shows this new dimension of connectivity.

Any TIME connection

*On the move *On the move

*Qutdoors and indoors *Qutdoors

*Night *Indoors (away from the PC)
*Daytime *At the PC

Any PLACE connection
*Between PCs

*Human to Human (H2H), not using PC
*Human to Thing (H2T), using generic equipment
*Thing to Thing (T2T)

Any THING connection

Figure 1. New dimension of connectivity

loT technology has become feasible and friendly thanks to the recent development and
acceptance of technologies like wireless sensor networks (WSN) and radio frequency
identification (RFID) [5].

The 10T as it is considered as the intermediate between the physical and numerical
world enables user to collect data from and monitor ordinary objects. We can say that a
connected device is the end-point. Generally, the essential task of 10T are to collect, treat,
and submit data in an independent way. By possessing end-nodes equipped with sensors and
modules for communication, they can determine or compute location, temperature, and other
features, and transfer data to an appropriate device or server. The evaluation of the data can

then be executed, and worthy information can be offered to the user. The loT also eases



actuation. Users, with actuation, can operate the end-points remotely by giving them

instructions carried over the Internet [9].

In 10T, we often consider objects (sensors) that are unable to join the Internet without
an intermediary, which is named as the gateway device. Indeed, the Internet is not
dimensioned to manage the addressing of many connected objects. On the other hand, IPv6
is a protocol often too heavy to be exploited directly by small devices. Today IPv6 is used
via the 6LowPAN protocol (IPv6 Low Power Wireless Personal Area Networks) which is
operated over IEEE 802.15.4 PHY layer protocol [10]. Gateways also translate proprietary
protocols to a standard internet protocol and some gateways can act as network aggregators.
The networks that connect them must also meet these needs of lightness, simplicity and low
cost. Thus, telecom operators must adapt to accommodate such low bitrate traffic since
carrying a few kilobytes per sensor over the cellular network can be very resource intensive

for cellular networks.

Everything in an Internet of Things environment will be connected, where each person
and object in the real world would be addressable, locatable and legible through his/her
virtual existence on the Internet. Consequently, security is substantial and without robust
mechanisms of security, offensives and crashes in Internet of Things systems will assure
that the risks surpass the potential advantages. Moreover, the ubiquitous and unobtrusive
ways in which Internet of Things devices gather and treat sensitive data further enhance the

importance of security [5].

2.1.2. Application Domain of the loT

The Internet of Things is not just a huge ensemble of interconnected smart objects, but
it is also, and more importantly, the applications that are actually the reason for this new
wave of connectivity on the Internet [1]. The 10T will touch almost every aspect of our daily
lives. This will allow the emergence of intelligent spaces around an omnipresent computing
[6]. The existence of smart objects with new possibilities of automatic and intelligent
communications will significantly improve the lifestyle of people as well as the quality of
services in various fields through high degrees of autonomy and intelligence. In this section,

we cite the featured applications of 10T [1].



Logistic:

The logistic is an important sector that can take advantage of the changes of the IoT.
Due to RFID and NFC, real-time tracking is possible at any stage of the supply chain. This
ensures that the business can react to any change in the supply change immediately. This
enables businesses to plan more efficiently so that a full safety stock will be useless[11] [12].

The agriculture:

In this area, interconnected 10T sensor networks can be employed to control the
environment of cultures. This will allow better decision support in agriculture, including
optimizing irrigation water and agricultural work planning. These networks can also be used
to fight against air, soil and water pollution and improve the quality of the environment in
general [6].

Military applications:

The Internet of Things is a fertile area for both civilian applications and military
applications. In the field of defense, sensors and nano-drones connected to the Internet make
it possible to envisage sophisticated applications for the exploration, the monitoring of
battlefields and borders as well as the pursuit of enemy forces. Military forces tend to use
proprietary infrastructure for connectivity and communications. By transiting to the Internet,
it will be possible to use cloud infrastructures, which may offer operational flexibility [1].

Transportation:

10T, in this domain, may help existing efforts around smart vehicles. The inter-vehicle
communication is expected to enable application such as congestion avoidance, collision
detection and autonomous driving [12]. Thus, IoT can be thought as an extension of the so
called “intelligent transport systems”. 10T networks can be employed to increase the
efficiency of traffic management, road safety, improve the journey comfort and reduce the
vehicle energy consumption [6].

Industrial:

The industrial sector is another area that will be revolutionized by the 10T. The number
of wireless sensor devices, RFID tags, and embedded controllers are growing significantly
in industrial production systems, supply chains and even in products. This helps companies
to enhance the goodness of their manufacturing process and provide a more competitive
after-sales service. Thus, factories connected to the Internet are more productive, efficient

and intelligent than those that are not.



Smart Cities:

loT will allow a better control of city services such as water, gas and electricity by
enabling real time monitoring and control of these services. Sensors can be used to improve
the management of car parks and urban traffic resulting in significant CO2 emission
reductions [6].

Smart health:

loT will have many applications in the healthcare sector where the goal is to be able
to prevent serious situations and remotely follow patients with chronic diseases and act
quickly if necessary. The body sensors implanted in the patient's body gather information
about medical parameters, such as temperature, blood sugar, heartbeat rhythm or even blood
pressure [1].

Smart Home:

The house of the future will be an object connected to the Internet, accessible remotely
by its owners via smartphones, tablet or connected computers. The door, the television, the
thermostat, the refrigerator, the umbrellas, the watches, etc. will be connected to the Internet.
For example, a connected door may inform the parents when their children return home.
Classically, television has been only a receiving terminal. With the connected television,
viewers can send and receive e-mails, make phone calls over the Internet, or watch IP based
TV content [1].

2.1.3. Advantages and Disadvantages of the 1oT

A. Advantages
We give a brief list of advantages of 10T in this section.
e An omnipresent (ubiquitous) access to data generated by everyday devices for a
smarter world.
e Improved quality of service and remote monitoring in different fields of application,
namely the industrial, medical and other fields.
e Improve productivity and client experience: Connected items transmit reports to
their builders pointing out purchaser favourites and customs supporting firms to act
more proactively and responsibly which satisfies the demand and customer

requirements.



Time saving is another advantage of 10T. The unnecessary displacements are then
replaced by a simple navigation on the web to order products, to control the state of
the objects and/or connected places.

The 10T, in certain applications, allows an improved energy efficiency by
automatizing different aspects of daily life including smart electricity use, traffic

management and smart city services.

B. Disadvantages:

While it attempts to optimize several aspects of life, certain drawbacks of 10T that

should be taken into consideration:

As the devices within the network are of various fabrications, there can be
interoperability issues. Hence, international IoT standards shall be created to
alleviate such compatibility challenges.

IoT will be formed by many devices with differing capabilities. Hence, assuring the
reliability of such a complex system can be a challenging task.

Security and privacy are an important concern even with current internet enabled
devices. Mechanisms that will guarantee the security and privacy of user data must
be implemented.

With the advent of IoT technology, improved efficiency in workplace may render
some professions obsolete. This may lead to undesired sociological results.

Having a greater dependency on technology for goods and services may result in

unintended consequences when these services break down [1] [13].

2.2. Enabling Technology

Despite the fact that the Internet of Things is a relatively new concept, the technologies

that enabled it exists. The evolutions observed by wireless technologies and the field of

telecommunication networks and the Internet have opened up new perspectives for l1oT

technologies. Now we have mature telecommunications technologies that can be developed

into 10T solutions [1]. In the next part of this section, we present three of the keys enabling

technologies for Internet of Things. They are the Internet protocol version 6 (IPv6), wireless

sensor network (WSN) and radio frequency identification (RFID) technologies. It is

significant to mention that this is not a complete list of technologies that Internet of Things

includes. The following are also a part of the 10T and will not be explored in detail:



intelligent sensing devices, near field communication (NFC), service-oriented architectures
(SOA), cloud computing, global positioning systems (GPS), geographic information
systems (GIS) and mobile cellular devices [5].

2.2.1. IPv6: Internet Protocol Version 6

It is extensively believed that the volume of devices connected to the Internet is
developing promptly and coming into new fields, and the forecast for the future indicates no
indications of slowing down. It is widely supposed that there will be 20 billion connected
devices by 2020 [3]. IPv4 only supports an address range of 4.2billion, the industry
identified the addressing problems with IPv4 before IPv6 addressing has been introduced.
This fact also points out how IPv4 is inadequate for Internet of Things solutions with billions
of connected devices. For enabling this vision, Internet of Things must use IPv6 addressing.
IPv6 addressing can support an address space consisting more than 340 trillion unique
addresses. Consequently, this offers a solution for IoT network where each device is
expected to have a unique IPv6 address. Therefore, the development of 10T technologies
almost universally focuses on IPv6 addressing. Additionally, IPv6 addressing has the

following features such as:

* Flow labelling capability: marking of packets belonging to a specific traffic flows.

« Header format simplification: removing certain IPv4 headers.

« Authentication and privacy capabilities: specified extensions to support
authentication, data integrity and data confidentiality.

« Advanced support for extensions and options: modify encoding, less strict limits on
the length of options and larger flexibility in offering new alternatives.

2.2.2. RFID: Radio Frequency ldentification

RFID is one of the key-enabling technologies of the 10T. Although its deployment in
the commercial and private areas has been pretty recent, it was first employed to recognize
friendly aircrafts during World War I1; while it was not as portable and energy efficient back
then.

An RFID system includes one or more readers and a set of labels (called tags, markers,

identifiers or transponders) with micro-powers. Tags are tiny devices equipped with a chip
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containing information and an antenna for radio communication. They are attached to the
object we desire to track or gather information about. RFID reader is a device that can
detect/recognize the existence of an RFID tag and is capable to read the information stored
on them. Additionally, RFID technology enables information to be recovered from tagged
objects wirelessly with radio waves. RFID tags may have sensors and actuators to gather
information and modify the environment as needed. Furthermore, RFID tags are quite
limited in terms of bandwidth, power, processing energy, and memory. RFID technology
typically works whereby an RFID reader broadcasts a radio frequency (RF) signal, which a
tag receives and converts into energy to power its chip. The tag then transmits its identity
back to the reader. Although there are variations, this is how in general RFID technology
works. For example, some tags are capable to encrypt the messages they send when
interacting with a reader and some can even ignore readers that do not give the proper
password. [1] [5]

2.2.3. WSNs: Wireless Sensor Networks

0T networks is composed of many very small devices able to sense, compute and
communicate data. Indeed, the sensors allow the illustration of the dynamic characteristics
(temperature, humidity, pressure, movements...) of objects and locations of the physical
world in the virtual world represented by the global Internet network. Thus, with the
incorporation of sensor networks in the Internet, sensors become servers (service providers)
in what is represented to as the WoT (Web of Things). Thereby, the services (applications)
of the WSNs are added to all the services and applications of the future Internet that will
bring together a diversity of highly heterogeneous networks (hardware and software),
subject to different constraints and that are deployed for various applications, in order to
have a very sophisticated real world [1]. The WSNSs have three possible topologies, which
are mesh, cluster tree and star [33]. One common point in these topologies that there is a
gateway node called central point. This point connects the sensors to the rest of the network

infrastructure [3].
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2.3. 10T Specific Requirements

loT is a concept that can provide effective solutions to the challenges of monitoring
and remote surveillance in different areas. In return, 10T raises some challenging questions
about its maturity and acceptability. Here we summarize some of the most important

requirements specific to loT solutions [1].

2.3.1. Scalability and Interoperability

Interoperability is one of the biggest challenges in realizing the loT. It is, in fact, the
coexistence of different devices belonging to different vendors communicating to each other
reliably. There is a recent trend towards the standardization and unification of protocols in
loT. This is to facilitate the collaboration between connected objects, as well as the coupling
with external entities on the Internet.

The number of smart objects that will populate the Internet of the future is expected to
be in the order of billions. Hence, the adoption of new mechanisms that effectively support

interoperability and scalability is highly recommended [1].

2.3.2. Bandwidth, low Processing and low Power

When it comes to loT devices, we frequently discuss small-embedded devices
designed to attend a single goal such as industrial sensors, wearables, and other applicable
devices. Main limitations of these devices can be summarized as size, limited battery
capacity and processing power. Thus, improvement and innovation for 10T should account
for these limitations [3].

The 10T as an evolution of the existing Internet allows a considerable improvement in
our way of life and the way in which intelligent objects in our environment interact with
each other and with their users, so that our activities, our goods, our state of health, our
expenses... can be controlled effectively and ubiquitously. In this chapter, we mainly
discussed the core technologies as well as the featured applications of 10T. We have also
highlighted the constraints related to the deployment of 10T and that should be carefully

addressed to achieve the predefined objectives and achieve optimal returns.



3. I0T ARCHITECTURE AND PROTOCOLS

Referring to Mr. Pete Lewis where he said; “The IoT is the integration of people,
processes and technology with connectable devices and sensors to enable remote
monitoring, status, manipulation and evaluation of trends of such devices.” [14]. Nowadays
computer systems and computing capabilities are incorporated into nearly each industrial
product. Therefore, the Internet of Things reference model has been divided into three layers.
On the other hand, to uphold the limited application layer protocols, four 10T standard
protocols have been offered.

In this chapter, an architecture for 10T and an overview of these protocols are

discussed.

3.1. Architecture of the 10T (protocol stack)

The 10T should not be considered as a utopian concept. In fact, it will be based on
several enabling technologies such as NFC, wireless sensors and actuators, RFID, M2M,
ultra-wideband or 3 / 4G, IPv6, 6LowPAN and RPL, etc. who should all perform a
significant role in the improvement of I0T. The loT has its roots going back to M2M
technologies for remote production process control. This technology has evolved into the
concept of the 10T since the advent of IP over mobile cellular networks in the 2000s [6].

We may say, from an architectural point of view, that the Internet of Things is
organized into three main layers: the data perception layer, the network layer and thirdly the

application layer [1].

3.1.1. The Data Perception Layer

The perception layer, at the lowest level in the hierarchy, is responsible for the capture
of data, as well as their identification in their environment. Thus, this layer includes the
hardware necessary to achieve the collection of contextual data of connected objects, namely
sensors, RFID tags, cameras, GPS, etc. [1]. These sensors are employed to recognize the

objects as well as delivery the gathered data to the following layer. Devices aggregate and
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upload information to the network layer either immediately or indirectly. It is anticipated

that all devices will be IPv6-capable in the future [14].

3.1.2. The Network Layer

The role of this layer is ensuring the reliability of the transmission of the data generated
in the perception layer as well as the assurance of connected inter-object connectivity and
among smart devices and the other hosts of the Internet. It is expected that the data from the
perception layer will be increasing exponentially because the number of objects connected
to the Internet is rising rapidly. Thereby, it has proved necessary to put in place mechanisms
and equipment for mass storage and processing of these data on the Internet, at low cost.
This is indeed guaranteed by cloud services that provide elastic management of storage and
processing resources on the data centers residing on the Internet and that are able to

effectively absorb the data load generated from the 10T.

3.1.3. The application Layer

This layer, on the other hand, defines intelligent service profiles and data management
mechanisms of different types, from different sources. The application layer includes a
diversity of practical applications of Internet of Things depend on the needs of the users [1].
The layer utilizes a number of different protocols, like extensible messaging and presence
protocol (XMPP), the advanced message queuing protocol (AMQP), the message queue
telemetry transport (MQTT) protocol, and the constrained application protocol (CoAP) [14].

The architecture can be extended to a fourth layer called the middleware layer between
the application layer and the other two layers. The application layer serves as an intermediate
between the applications and the hardware layer. It includes quite complicated
functionalities for managing devices and treats the aggregation, data analysis, filtering, and
control of access to services.

The middleware layer also hides the complexity of the network's operating

mechanisms and makes it easier for designers to develop applications [1].
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3.2. Protocols of 10T

Because of the presence of a diversity of networks, applications and devices in an loT
surrounding, some standards are utilized, and several communities are being implicated [3].
The idea of a lighter IPv6 for connected objects gave birth to the 6LoWPAN working group
within the IETF in 2006 [18]. The goal is to simplify the header of IPv6 messages in order
that low power connected objects can read them. The IPv6 stack in question consists
particularly of the IEEE 802.15.4 protocol that aims at limiting the consumption at the level
of the radio link and the 6LOWPAN for the adaptation of the protocol.

3.2.1. IEEE 802.15.4 [14] [3]

802.15.4 is a standard established by IEEE. It states the details for the media access
control and the physical layer for the low-power wireless personal area networks. 802.15.4
guarantees simple and smooth set up, low-cost and moderate battery life, reliable data
transmission; additionally, it provides a low-cost communication network for low powered/
low- velocity devices. The IEEE 802.15.4 can be only used with the 6LoWPAN in order to
construct a wireless embedded network for the Internet of Things. The basic framework
communication scale is 10 meters with a transfer rate of 250 Kbit/s. The upper layers are
not specified within the standard. The figure 2 depicts the architecture of the basic IEEE
802.15.4.

IEEE 802.15.4

Network Laver

Medium Access
Control

Element Layer Physical Layers

Figure 2. The Architecture of the IEEE 802.15.4. [14]
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IEEE 802.15.4 performs the advanced encryption standard (AES) symmetric
cryptography mechanism. Moreover, it supports different security modes. These security
modes supply security services such as confidentiality, authentication, and integrity, as
shown in Table 1.

Table 1. Security Services and the Security Modes of the IEEE 802.15.4 [14]

Security Service Security Mode Securnity Mechamism

Data is encrypted using AES in the

Confidentiality AES-CTR counter mode with 128-bit keys

AES-CBC-MACMNIC-32 Daata 1s encrypted using AES in the

Authentication cypher block chaining mode with

Integrity AES-CBC-MAC/MNIC-64 message authentication code and

message integrity code in 32/64/128-

AES-CBC-MAC/MIC-128 bit keys

AES-CCM-32 Data iz encrypted using AES in the

Confidentiality counter and cypher block chaining
Authentication AES_CCM-64 mode with message authentication
Integrity code and message integrity code in

32/64/128-bit keys
ABES-CCM-128

3.2.1.1. Characteristics [18]

The characteristics of the IEEE 802.15.4 are:

e Three frequency bands: 2450 MHz (worldwide), 915 MHz (USA) and 868 MHz
(Europe).

e Rates of 250 kb/s, 100 kb/s, 40 kb/s and 20 kb/s.

e Short addressing on 16 bits or extended on 64 bits (IEEE EUI64).

e Allocation of guaranteed time intervals.
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e Access to the channel using CSMA-CA.
e Protocol with acknowledgment for transfers to ensure reliability.
e Low consumption.

e Indication on the quality of the connection.

3.2.1.2. Components [3]

There are two sorts of devices, which can contain a full function device (FFD), an
802.15.4 network, and a reduced function device (RFD). A FFD has the abilities to function
as a PAN coordinator or coordinator in the network. A PAN coordinator is the primary
coordinator that takes the responsibility for the entire network whereas regular coordinators
establish communication with devices and pass on messages via the network. On the other
side, RFDs are simple devices that have no necessity to transmit great amounts of data and
might thus be established employing minimal resources and memory, an instance of one of

these devices can be a light switch or simple sensors.

3.2.1.3. Topologies of 802.15.4 [3]

802.15.4 has two kinds of network topologies, which are peer-to-peer networks or
stars networks. The star topology has only one PAN coordinator that manipulates the
communication between all the devices on the network. A P2P topology enables for more
complex network structures/formations, and not each device needs to be connected to the
PAN coordinator. In this situation, regular coordinators (FFDs) can function as masters for

RFDs and forward messages to the PAN coordinator.

3.2.1.4. 802.15.4 Functional Overview

A. Structure of the frame

In the MAC layer of 802.15.4, a MAC frame is divided into 4 frames. A beacon frame
utilized by the coordinator to transfer beacons, a data frame for transmission of data, while
an acknowledgment frame utilized for approving successful reception of a frame and a MAC

command frame that handle all MAC peer entity control transfers.



B. 802.15.4 frame format [18]

PHY
layer

Octets:
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MAC Frame
PHD dependent
See clause 6
I
Preamble State of Frame Frame Length/ PSDU
sequence Delimiter reserved
! SHR PHR PHY Payload

Figure 3. 802.15.4 frame format

C. Data Transfer

In 802.15.4, three different type of data transfer are defined. The first one is data
transfer to a coordinator in which the device is conveying data; second one, data transfer
from a coordinator where the device is receiving data and the last one between two peer
devices. The third type of data transfer is exclusively used in a P2P topology, as data transfer
in a star topology should comprise a coordinator. The three methods are depending on a

beacon for network discovery. Data transfer may be executed without the beacon allowed

(see clause 6) + 6 + (4 to 34) + n

likewise if there are no dependencies on synchronization or low latency devices.

D. Enhancing probability of successful data distribution

802.15.4 uses various mechanisms to enhance the probability of successful data

distribution among devices. Certain of the significant ones are listed below.

e Slotted CSMA-CA in beacon-enabled networks, which use aligned back off periods

on all devices in accordance with the PAN coordinator to verify if a channel is empty

or busy.

e Unslotted CSMA-CA in non-beacon-enabled networks, a device desiring to transfer

data waits for a random period earlier than it verifies the channel.

e ALOHA protocol in the light loaded network. Without verifying the status of the

channels, a device transmits data.

e Frame acknowledgment; if no acknowledgment is acquired; the transfer of the frame

is re-tried.

e Cyclic Redundancy Check to pick up faults.
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e Energy consumption concerns via duty cycling, i.e. devices changing among
sleeping and awake condition, periodically listening to the RF channel to decide if

a message is pending.

E. Security of 802.15.4
Due to the low-cost and low powered devices that are generally existed in an LR-
WPAN, there are restricted on the security overhead and are depending on upper layer
implementation of numerous security architectural elements. The cryptographic mechanism
in 802.15.4 is based on symmetric-key cryptography where upper layer procedures supply
the keys. The upper layer mechanisms guarantee a reliable handling of cryptographic
procedures and secure and authentic storage of the keys. With cryptographic mechanism
from upper layers, 802.15.4 offers data authenticity, replay protection, and data

confidentiality.

3.2.1.5. Addressing in an IEEE802.15.4 Network

Every autonomous PAN should select a completely unique identifier, which permits
for short 16-bit addressing within a network and lets in transmissions between devices
belonging to independent networks. The PAN coordinator is responsible for allocating this

short address to a device that has sent an association request.

3.2.1.6. IPv6 Implementation Issues on 802.15.4

Several IPv6 implementation issues on 802.15.4 were related to conserving low power
consumption:

e Strong constraints on the MTU: IPv6 requires an MTU of 1280 bytes and indicates
that any link, which does not satisfy this constraint, must implement fragmentation
at the link layer so that it is transparent from the point of view of IPv6.

e Cost of the IPv6 header: the protocol has a minimum header size of 40 bytes to
which will be added the 8 bytes of UDP, thus for an 802.15.4 packet to which we
will apply an encryption (native for 802.15.4), the IPv6 header and the UDP header.

e Link Level Fragmentation: the obligation of transparent fragmentation for the
network layer will lead to a very high load of cutting / reconstruction for elements

clearly having no potential.
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e Definition of QoS: this is one of the primary goals of IPv6. Speed, network
coverage, error rate, and service differentiation. All this has a cost!

e Routing: The routing protocols for mobile IPv6 are not suitable for different reasons:
the massive use of packets, multicast etc.

3.2.2. 6LowPAN / RPL

The 6LowPAN that is proposed by the Internet Engineering Task Force (IETF) [14]
is an adaptation of the IPv6 protocol to facilitate operation in low power wireless networks.
Furthermore, it is the main network protocol employed by Internet of Things and simply
put, it allows limited devices that cannot treat the conventional IP stack, utilized by the
Internet, to run and connect to devices on the Internet [5]. It relies on the IEEE 802.15.4
standard that defines the operation on the media access and physical layers. The IEEE
802.15.4 has 127 bytes MTU [11]. On the other hand, IPv6 standard needs MTU to be at
least 1280 octets. Indeed, the fact that applications, which use IEEE 802.15.4 link layer in
most situations, possesses a highly constrained payload size, there still can be situations
when the IP packet cannot be forwarded without fragmentation. 6LowPAN is to alleviate
this problem by establishing the new layer above the IEEE 802.15.4 link layer and
underneath IP layer. With a purpose to attain maximum performance, the 6LowPAN

standard defines two important concepts.

(i) Header compression: it specifies the way to compress IP and UDP headers

to reduce the payload.

(i) Fragmentation: it defines an algorithm to fragment and gather IP packets that
are the layer than IEEE 802.15.4 MTU. [15]

The purpose of this compression is to reduce the bandwidth usage over low power
networks that are constrained in terms of bandwidth and time available for transmission.
This compression technique works by splitting communications into separate “contexts’ that
share common knowledge of IPv6 addresses and other metadata [16]. Nevertheless, this
protocol does not assure security in anyway; preferring to depend on other protocols for this,
such as the IPsec and DTLS protocols [5]. In addition, routing at this layer can be achieved

through the RPL protocol and security can be established through the IPsec protocol.



The following figure shows the location of the 6LoWPAN layer in the protocol stack
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of the sensors and the base station that is called 6BR for IPv6 Border Router [17].

Upper layer IPVE Upper layer
IPvb
IPv6 GlowPAN IPvb
MAC MAC MAC BlowPAN
IEEE.802.11/.3 I[EEE.802.11/.3 | IEEE.802.11/.3 MAC
PHY PHY PHY EEE.802.11/.3
IEEE.802.11/.3 IEEE.802.11/.3 ||EEE.802.11/.3 PHY
IEEE.802.11/.3

Ordinary Host

>

Figure 4. The position of the 6LoOWPAN layer in the protocol stack of the sensor and
the on-board router. [1]

3.2.2.1. Compression of the IPv6 header

Since the IPv6 header has a length of 40 bytes, it is a requirement for the low power

and lossy networks to compress them.

Version: This information is simply eliminated by 6LoOWPAN assuming that all
communications with the sensors will use the IPv6 protocol.

Traffic class and stream identifier: these two fields, which are used for quality of
service management, are maintained in the header if QoS management is enabled.
Otherwise, both fields will be set to zero. In this case, they are to be revoked.

Data length: this information is redundant because the size of the data can be deduced
from the length of the frame at the MAC level, or from the 6LoWPAN fragmentation
header.

Next header: can be either kept or revoked if the following header is compressed by
6LoWPAN.

TTL (Time to Live) or hop limit: This field is compressed only in the case of local
and direct communications. Where applicable, the field is kept.

The source address and the destination address: IPv6 source and destination
addresses are the largest fields in the IPv6 (128-bit) header. An IPv6 address is
composed of two parts: the first part (64 most important bits of the address)
represents the network identifier (network address) while the second part (the 64

least important bits of the address) defines the identifier of the host. For reasons of
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simplicity, the IEEE 802.15.4 MAC address of the host (EUI-64) is itself the host

identifier in its IPv6 address as shown in the figure below.

b4 bits 64 bits
Metwork identifier Interface identifier
20 bits 40 bits
MAC address of type EUI-64 Organization ID Extension 1D

Figure 5. The general structure of an IPv6 address

If the source and the destination are in the same network of sensors and they are more
directly related, the two IP addresses of the source and the destination are compressed, and
the devices only address the MAC level by their MAC addresses. If the source and
destination are always in the same network but one is distant from the other, IPv6 addresses
can be replaced by 64 bits long or 16 bits short IEEE 802.15.4 addresses.

Note that 6LOWPAN compression requires that the compressed header be preceded
by a dispatch byte that identifies the state of the IPv6 header (For example, if the dispatch
byte is 01000001 then the next header is an uncompressed IPv6 header and if it is 01000010,
the following header is a compressed IPv6 header) and one byte (or two) of encoding. In
this byte, we identify the compressed header, and we indicate the compressed fields. The

general format of the 6LoWPAN datagram (compressed IPv6 datagram) is as follows:

Octet dispatch Encoding bytes IPv6 compressed header Payload

Figure 6. General format of the compressed 6LoWPAN datagram

The resulting compressed IPv6 header would include a lesser amount of information;

only the necessary information is communicated within the WSN. Therefore, the size of the
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header and datagrams in general, become small. As shown in the figure 7, with 6LoOWPAN
compression, the IPv6 header size can be minimized by up to 2 bytes (of encoding) in the
case of local direct network communications. The size may be up to 7 bytes (2 bytes of
encoding, 1 byte of the TTL field, 2 bytes of the source address, and 2 bytes of the destination
address) in the case of local multi-hop communication. In the case where one of the
communicating entities is located outside of the sensor network, the size of the compressed
IPv6 header becomes 21 bytes (2 bytes of encoding, 1 byte of the TTL field, 2 bytes of the
address source / destination, 16 bytes of destination / source address).

The 6LOWPAN compression mechanism does not just apply to the IPv6 protocol
header, but it can also affect its extension protocols, like the header of the UDP protocol that
may be compressed from 8 bytes to 5 bytes. Moreover, as long as the UDP header does not
encompass a field to identify the header of the application protocol that follows it directly,
it is necessary to compress the headers of these protocols as part of the payload of the UDP
packet. This 6LoWPAN compression version is referred to as 6LoOWPAN-HCg [19].

Dispatch .
(1 Byte) Encoding Byte (s)
(&)
Dispatch . Source adr | Destination
(1 Byte) Encoding Byte (s) | TTL (1 byte) (2 byte) adr (2 byte)
(o)
Dispatch . Source adr | Destination adr
(1 Byte) Encoding Byte (s) | TTL (1 byte) (2 byte) (16 byte)
c)
Dispatch . Source adr (16 Destination
(1 Byte) Encoding Byte (s) | TTL (1 byte) bytes) adr (2 bytes)

(d)

Figure 7. The IPv6 header compressed using the 6LoWPAN standard with (a) direct local
communication, (b) local multi-hop communication, (c) the source belongs to the connected
sensor network and the destination is outside the network (d) the source is outside the
network (d) the source is outside the RCSFs and the destination belongs to it.
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3.2.2.2. The Fragmentation of IPv6 Datagrams

6LoWPAN adaptation layer takes also the responsibility of the fragmentation of large
data packages so that they can be transmitted over IEEE 802.15.4 PHY layer. The reason is
that 802.15.4 PHY packet size is 127 bytes. Once the fragmented packets arrive at their final
destination, they are reassembled by 6LoWPAN to create the original frame as shown in the

following figure.

1: compression, fragmentation
2: reassembly, decompression

% 6LowPAN network

Datagram  IPv6 m __ —— __

Figure 8. The fragmentation process [1]

Each 6LoWPAN fragment must contain a header specific to the fragmentation process
and helping entities to properly fragment and reassemble 6LoWPAN datagrams. The format
of the header of the first 6LOWPAN fragment is as follows:

1100 Size of the datagram (11 bits) Datagram identifier (16 bits)

Figure 9. Fragmentation header of the first 6LOWPAN fragment

The first five bits associated to the header of the first fragment, the datagram size field
gives the size of the initial 6LoWPAN datagram before fragmentation. The identification of
the datagram is an information that helps the receiving station to locate the corresponding
fragments in the same datagram. In the fragmentation header of the rest of the 6LoWPAN
fragments, it is necessary to include additional information relating to the location of the

fragment in the initial datagram (shift field). As shown in the figure below.
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1100 Size of the datagram (11 bits) Datagram identifier (16 bits) Shift (8 bits)

Figure 10. Format of the fragmentation header for the next 6LOWPAN fragments

3.2.2.3. Routing in 6LoWPAN networks

Routing in 6LOWPANS is the vital feature that ensures the proper routing of
6LOWPAN packets between nodes in the same network or between the 6BR border router
and the other end-points in the Internet. Two mechanisms are defined by the IETF to support
routing in this type of networks: 6LOWPAN layer-level mesh routing and RoLL group
Routing Protocol for Low power and lossy networks (RPL) routing.

A. Mesh routing

This mechanism exploits information from the MAC layer, specifically MAC
addresses, to realize the routing of the compressed IPv6 frames at the 6LowPAN adaptation
layer. Communication between source and destination is considered as a single IP hop whose
intermediate nodes (routers) make the routing decision based on the analysis of the MAC
address of the destination. If this one does not correspond to the MAC address of a relay
node, this node realizes that the fragment (and the datagram) is not intended for it and thus
consult its routing table at the link level to find the next node. In this case, the fragments
pick routed independently of each other. This means that fragments of the same frame can
take different paths to reach their final destination. The problem with this solution is that in
case of loss of at least one fragment, the loss can only be detected at the final destination
and in this case, all fragments (including the missing one) must be retransmitted again for
recovery. The following figure illustrates the format of the mesh routing mechanism header
in 6LOWPAN networks.

10 0 F Hop nbr (4 hits) Source address (16/64bits) | Destination address (16/64bits)

Figure 11. Mesh routing mechanism header defines in 6LOWPAN layer

With two first bits used to identify the header. In addition, since the IEEE 802.15.4

standard supports two types of addresses (short addresses and long addresses). The O
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(originator) and F (Final) flags are one if the MAC addresses of the source and destination
entities, respectively, are short (16-bit) and zero if the addresses are long (64-bit). The value
of the number of hops field is limited to 15 and is decremented as the fragment progresses
towards the destination. When the value of the field becomes zero, the entity that received
it discards it if it is not its final destination.

B. The RPL protocol

RPL is an IPv6 routing protocol for 6LoWPAN networks in the 10T [20]. It constitutes
an optimized and dynamic topology with loop avoidance and consideration of quality of
service parameters for routing IPv6 frames from and to sensor nodes.

Each intermediate node behaves like an IP router, it first reassembles all the fragments
to rebuild the initial IPv6 frame, and then it analyses the destination IPv6 address to decide
if the packet will go to the transport layer or if it must be communicated to another node

until it arrives at the correct final destination.

RPL builds an acyclic DODAG (Destination Oriented Directed Acyclic Graph) graph
that routes information to or from a single destination called the DODAG root. In some
cases, the same 6LOWPAN physical network should be optimized to support several
applications each with its own topology. These multiple DODAGs for the same network is
called RPL instances. RPL instances are distinguished by a well-defined routing metric.
These metrics in some instances can be the residual energy of the node; they can be link
quality between the communicating nodes in other instances. During the construction of the
graph, the nodes use the objective function that defines the method of calculation of the
routing metric, and exchange four types of messages: DIO (DODAG Information Object),
DIS (DODAG Information Solicitation), DAO (DODAG Destination Advertisement
Object) and DAO-ACK (DAO Acknowledgment).

e The DIO message is broadcasted first by the 6BR (the root) to trigger the process of
building the topology. The neighbouring sensor nodes of the root receive the
message and decide whether they can join the graph or not (the decision depends on
several factors such as the objective function and the cost of the announced path).
Once the node has joined the graph, it automatically has a path to the root. If the
node is configured to be a router, it in turn broadcasts DIO messages to its

neighbours.
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e The DIS message is utilized by the nodes to request information about the graph
from neighbouring nodes that will respond by sending a DIO message.

e DAO type messages are used for announcing the presence of the node to its parent
in the graph. Each node on the routing path from the node to the root node registers
the routing information embedded in the DAO and passes it to the next node until
DAO message reaches the root (6BR).

e The DAO-ACK message is forwarded by the parent node to the child node, in
response to its DAO message (to acknowledge receipt).

In addition, RPL supports two routing techniques: non-storing mode (stateless) and
storing mode (with state). In non-storing mode of operation, the entire path to be taken is
stored in the packet in the source routing header, and the intermediate nodes use this header
to decide the next hop. By contrast, in the storing mode of operation, the packet only carries
the address of the final destination, and the routing is decided at each intermediate node
according to the information contained in a local routing table. The 6BR therefore maintains
a complete list of all nodes in the topology. Note that for the avoidance of routing loops,
each node must calculate its position (or rank) in the hierarchy relative to the root. When the
storing mode of operation is employed, the local communications between the sensor nodes
having a parent in common do not need to go through the root node. However, nodes that
do not have a common ancestor must pass through the main root (the 6BR edge router), as
shown in the figure below, where the red arrows represent local communications, and

numbers 1 until 4 represent the ranks of the nodes in the graph.

Figure 12. Working of RPL protocol [1]
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3.2.3. CoAP (Constrained Application Protocol)

CoAP is an application-layer protocol established to enable web-based applications in
devices with limited resources. COAP is created to connect readily with constrained nodes
and has support for HTTP like web application programming interface where the interaction
model is analogous to the client/server model [22]. The most important benefit of the CoAP
protocol is that it is allow overhead protocol using UDP transport layer instead of TCP [23]
[24]. Moreover, it supports multicast and unicast communications as well as a built-in device
discovery function. Additionally, it has mechanisms for assuring the QoS [25]. As CoAP
focuses on the REST model, the CoAP server (a low power device) makes resources
accessible to clients through Uniform Resource Identifiers (URISs) identifying resources, and
well-defined methods that clients specify in their queries. There are four types of methods
[1]:

« The GET method: The CoAP client uses this method to request a resource. It has the
code 0.01.

« The PUT method: Having the code 0.02, it is used to update or create a resource in
the CoAP server.

« The POST method: This method requires that the representation indicated in the
message be applied to the resource. Its code is 0.03.

» The DELETE method: The resource identified in the query containing the DELETE
method must be removed at the server level. The code corresponding to the method
is 0.04.

These request messages are handled by the CoAP server and a response is returned
with a response code including/excluding a resource representation. CoAP follows the
statelessness constraint as its architecture is on REST framework. The protocol, however,
utilizes datagram-oriented transport like UDP to treat these interactions asynchronously.
While the UDP protocol is untrustworthy, this is accomplished logically using a message
layer, which supports non-mandatory reliability. Since CoAP requests and responses are
completed in independent messages, to guarantee reliability every message should have one
message type. Each request has an extra bit to explain the message type. The message types

are as below:
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* Confirmable message (CON): it necessitates an acknowledgment. The client will
maintain resending a CON message up to it gets an ACK message with same
message ID.

* Non-confirmable message (NON): this message does not require an
acknowledgment which includes GET request.

» Acknowledgment message (ACK): It approves that the previous message was
received and treated.

* Reset message (RST): Similar to the acknowledgment message but it
additionally confirms that the recipient could not treat it by cause of network

loss or other motives.

Application

Requests/ Responses

Messages

uDpP

Figure 13. The Abstract Layer of CoAP [22]

From figure 13, logically, CoAP can be defined as a two-layer approach. One layer
treats UDP and the asynchronous nature of the communication while the other one treats
request/response interactions utilizing the method and response code. As CoAP is based on
the exchange of compact messages, the messages are encoded in a simple binary format.
The binary structure of CoAP message format is represented in Figure 14. The CoAP
package format has a maximum length of 1400 bytes while the header has a length of 32
bits (4 bytes). First 2 bits for version control next 2 bits for message type and remaining 4

bits for token length.
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0 1 2 3
01234567890123456789012345678901
Ver |T|DC | Code | MessagelD

Token (if any, TKL bytes)...
Options (if anvy)...

Payload (if any)...

Figure 14. The Message Format of COAP

In spite of the fact that it was specifically established for limited devices, the CoOAP
protocol does not have any integral security characteristics. Similar to the HTTP protocol
that depends on the TLS protocol to assure security, the CoAP protocol depends on the
DTLS protocol to handle security as suggested by the IETF. Another possible security
protocol for CoAP is the IPsec protocol but contrary to DTLS, the IPsec protocol has not
been approved for utilize in coupling with the CoAP protocol by the IETF [5].

Where clients are concerned about getting a speedy response to the representation of
a resource during a period of time, the traditional request/response model is not appropriate.
In these scenarios, MQTT runs well since it utilizes peer-to-peer communications.
Nevertheless, COAP supplies real-time solutions along together with retaining the properties
of REST to push resource representation from servers to the concerned client. The clients of
CoAP might be seated as Observers and register their interests using the GET request with
a particular ‘observe’ option activated for one or multiple resources. In addition, CoAP is
commonly used due to the integration of 6LowPAN, easy portability with HTTP, and UDP
to support low connection overhead [22]. Thangavel et. al. compared the performance of
MQTT and CoAP in terms of end-to-end transmission delay and bandwidth usage [26]. The
test indicates that MQTT operates well when the data packet loss is low. Nonetheless, CoAP
performs better than MQTT when messages are small and data loss rate is beneath 25%. In
Smartphone environment, CoAP’s bandwidth utilization and round-trip time are smaller
than MQTT [27].

A CoAP device can send multicast UDP message to its surroundings to verify who
else is around. It is able to begin scouting and interact with other devices according to REST

architecture and without any human interaction. All of the things can be considered as the
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world of APIs. With CoAP everything is possible, home automation, controlling and remote

tracking with the mobile device. [22]

3.2.4. 6TiSCH

The IEEE 802.15.4, as indicated in section 3.2.1, is a standard devoted to low power,
low cost and low rate PANSs, which defines the MAC and physical layers of the OSI
reference model. Originally, the standard was designed for applications that do not need
particular exigencies in terms of reliability, scalability, and latency [52]. To defeat these
limitations and treat the new requirements of embedded industrial systems, the IEEE started
a Working Group called 802.15e WG with the goal of improving and adding functionality
to the IEEE 802.15.4 [54]. The IEEE 802.15.4e is an extension of the IEEE 802.15.4
standard, in which new MAC behaviours are inserted to support application areas requiring
high reliability. One of the MAC behaviour modes is Time Slotted Channel Hopping
(TSCH). It is targeted at application areas like process automation with strict timeliness and
reliability demands. [53]

All sensor motes in IEEE 802.15.4e network are synchronized. A schedule is
calculated and distributed between the nodes. In addition, under TSCH, time is divided into
time slots, each typically, 10ms long, which are sufficiently long to transfer data packet and
get an acknowledgement indicating successful reception. A group of timeslots forms a slot
frame (typically 10-1000 timeslots long) that continually repeats over time. The schedule
organizes all communication in the network. It instructs to each node the action that needs
to do in each slot of the slot frame: listen, sleep, transmit (TX) or receive (RX). Moreover,
the schedule specifies on which frequency for each slot in which the node communicates
[55] [56] [57].

The channel diversity is accomplished by indicating a channel offset for each TX or
RX slot. In successive slot frame cycles, the same slot offset renders into a different
communication frequency, leading to “channel hopping”. Channel hopping decreases the
effect of external interference and multi-path fading, thus enhancing the reliability of the
network [58]. The TSCH schedule can be depicted by 2-D matrix of slots and frequency
bands in a slot frame. Each element in the matrix is named a cell. A cell is scheduled when

utilized to either transmit and/or receive. Each scheduled cell creates a communication
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opportunity for a sensor mote to interact with its neighbour. A distributed or centralized
scheduling entity manages the schedule. Furthermore, this entity assures that there are
enough communication opportunities to fullfil the communication requirements of the
applications such as latency, reliability, and amount of traffic load provided to the network.
6TiSCH protocol defines the mechanism of scheduling but does not define the scheduling
policy (how the schedule is established and maintained). Building a schedule is application
and implementation-specific and the scheduling function can be tweaked to meet the
demands of the application in terms of delay, reliability and throughput. The scheduling
entity needs a method to distribute and set up the schedule at each sensor mote.
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Figure 15. A simple TSCH schedule [55]

Each time slot is marked with Absolute Sequence Number (ASN). ASN is a variable
that calculates the number of timeslots from the establishment of the network. Thereby, each
node makes the decision when to send or receive a frame based on ASN and its scheduler.
Furthermore, to overcome interference and noise, and consequently, to permit high
reliability, TSCH suggests carrying out a channel hopping scheme. A cell, in TSCH, is
transmission opportunity presented by a channel offset and time slot pair. The choice of the
actual channel is derived from the channel offset and the ASN at the starting of each time
slot. As shown in the figure 16, a cell may be either shared, transmit or receive. In the shared
cells, many interfering nodes are authorized to transmit: they should execute a slotted

CSMA-CA mechanism to evade collisions. For the cells allocated as receive and transmit, a
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collection of non-interfering transmitters are the owners of the cells: In this case,

communicating pairs of nodes transmit in contention-free manner in the allocated cells.
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Figure 16. Schedule in a 6TiSCH network, using two different tracks for
traffic isolation
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The purpose of 6TiSCH is to establish multi-hop IPv6 connectivity over TSCH. The
6TiSCH protocol stack includes IEEE802.15.4e TSCH, IETF 6LoWPAN, RPL and CoAP.
[59] [60]

6TiSCH protocol overview

As shown in figure 16, in 6 TiISCH minimal [61], at the starting of the slot frame, one
shared cell is reserved to exchange packets of control. For example, Enhanced Beacons
(EBs) are transferred within the shared timeslot in order to associate the neighbours with the
current network. Moreover, 6TiISCH protocol defines a protocol to negotiate the cells
between the nodes in a distributed manner. This protocol layer is named as 6Top layer [62].
The algorithm determining the number of cells is named as the scheduling function [63].
6Top layer can incorporate any scheduling algorithm; a new SF can be easily integrated to
the protocol via the interfaces defined by the protocol. Thereby, either the protocol can run
in a centralized fashion (e.g. a node solicits a Path Computation Element for new cells to
employ) or in a distributed fashion, (e.g. SFO decides the number of cells to allocate based
on the local adjustments). 6 TISCH involves the notion of the track. A track conforms to
dedicated radio resource, along with a multi-hop path. In other words, a group of cells

(named bundle) is reserved for each hop. In this situation, a track-forwarding scheme is
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carried out; when 6Top layer receives a frame to transfer, automatically finds the outgoing
bundle attached to the incoming cells. Additionally, 6TiSCH places the idea of the chunk;
each node is capable to divide the scheduling matrix in non-overlapping chunks. Then, the
cell bundles are allotted to different nodes in a centralized or distributed fashion. For
instance, as depicted in figure 16, the flow from A to the border router R, through node B, will
be attributed to track 1. Moreover, the same node (node B here) can dispatch a further flow,
for example from C, employing another track (i.e., 2). [56]

Protocol stack

To provide an open standards-based protocol stack for deterministic wireless mesh
networks, the 6 TiISCH attempts to fulfil the omission between the IETF upper layers and
IEEE lower layers of the protocol stack. Figure 17 demonstrates a general overview of the
incorporated protocol stack rooted at the IEEE802.15.4 physical layer. The IEEE802.15.4e
TSCH MAC modifications enable determinism while guaranteeing very low power
communication between the devices. As explained above, 6TiSCH protocol provides
necessary functionalities to enable a deterministic and low power mesh protocol. The
protocol works together with IETF 6LOWPAN and RPL to create a low power next

generation 10T protocol stack

The deterministic feature of IEEE802.15.4e TSCH and its rigorous necessities in
regard to schedule management make it essential to have a sublayer that permits
management entities to run the network. Consequently, the 6Top sublayer is one of the
essential parts of the 6TiISCH protocol. The 6TiSCH architecture decides how packets are
labelled and routed or dispatched upon the mesh within jitter and latency budgets. The
schedule management translates into routes and track management. In centralized fashions,
as presented in figure 17, schedule management is treated by a PCE and its control messages
are transferred protocols like PCEP/PCC [64] or COAP/DTLS on top of UDP. In
decentralized techniques, the management entities take advantages from reservation
protocols along with RSVP [65] or NSIS [66] in which quality of service necessities are
carried and hooked up along a path, after which are implemented as cellular reservation

inside the time table of every node on the path.
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Figure 17. 6TiISCH IPv6-enabled protocol stack for LLNs [67]

6TISCH also includes important security aspects. The security requirements are
specified and the 6 TISCH WG have been working on a scalable and secure key management
structure (and exigencies of related protocols) for 6TiSCH networks. The Protocol for
transporting Authentication for Network Access (PANA) is a possible candidate for Key
Management Protocol for the bootstrapping phase of the 6 TISCH networks. The protocol
holds up mutual authentication, stateless authentication relay function and enciphered
distribution of attributes [67].



4. SECURITY IN I0OT AND AUTHENTICATION

4.1. Security in 10T

Security and privacy in the 1oT can be tackled from three complementary angles that
reflect its technological, human and systemic dimensions. The safeguard of technology is
principally related to the security of data, communications, and network infrastructures. This
safeguard is substantial to block traditional and future attacks on integrity, the authenticity,
and confidentiality of the data, as well as attacks on network infrastructures and their
functionalities. The security of individuals will take in charge the protection of the privacy
of users that demands, in addition to technological solutions, a suitable regulation, which
sets up the responsibilities in case of litigation [6].

The increase of the deployed devices puts the information systems in danger. In fact,
a significant number of devices are liable to security attacks, such as Denial-of-service (DoS)
and replay attacks, which are the result of their limited resources and the shortage of security
methods. Nevertheless, the Internet of Things security has been one of the most debated and
still unresolved problems, even after the introduction of IPSec and TLS protocols for TCP/IP
and DTLS for UDP and CoAP [31] [32]. The main reasons are the difficulty of setting up
(IPsec) for end users and the shortage of scalable certificate management for DTLS [34].
Security for the 10T is not widely extended and deployed. Therefore, a significant part of the
Internet traffic goes on being transferred unencrypted. To ensure the security in 10T, it is

necessary to come up with new mechanisms [15].

4.2. Security Requirements

4.2.1. Confidentiality

Confidentiality is assuring only the people or devices that should have access to the
information, have access to that information. Providing confidentiality is extremely crucial
for 10T devices since they unobtrusively and ubiquitously gather data, which may be very

sensitive. Generally, this service is realized by using encryption and cryptographic
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mechanisms and is notably substantial when 10T nodes communicate with each other. The

imposition of confidentiality thwarts eavesdropping [5].

4.2.2. Integrity

Data integrity is very important for making sure that the data/information is correct
and has not been corrupted or changed in any way by illegitimate entities. This is generally
extremely important during the transfer of data between the devices since this is where
attacks commonly occur. In addition, this requirement is achieved using collision resistant

hash functions and digital signatures [5].

4.2.3. Authentication and Authorization

A. Authentication

Authentication is a process that allows you to specify if someone or something is
really, who they pretend to be; and not a virulent user claiming to be someone they are not.

Authentication for 10T is crucial since most communications will occur without user
interaction. In addition, it is important to assure that data, commands, and requests are
obtained from the right devices. Different means are used for ensuring authentication such
as the passwords, digital signatures, and Biometrics, which is too computationally intensive
to be applied by the limited 10T devices [5].

B. Authorization

The usage of access control and authorization mechanisms is to restrict the privileges
of a device and defines which activities a device is capable to execute. This favor can be in
rapport with, but not restricted to, the access of resources and data. Consequently,
authorization mechanisms define the operations each device is able of performing and the
information it has access to.

In addition, the wide scale of 10T environments and their ubiquitous features makes
such devices ideal targets for attackers. As such, authorization mechanisms guarantee a
limitation on the operations an attacker is capable to carry out, in the case that the system is

compromised [5].
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4.2.4. Availability

This requirement ensures the users may get right of access to the information resources
in everyday scenarios. 10T systems needs to have techniques to insure the data availability
and reliability. DoS and distributed denial of services (DDoS) attacks induce the security
challenges for data availability; router filtering might overcome the issue and warrant the
data availability of the Internet of Things systems [14]. I0T devices availability may be
affected by many factors such as implementing energy efficiency of the communication
protocols for battery-powered devices, reliable and low complexity encryption mechanisms,
incorporating energy harvesting and saving mechanisms and even performing DoS

countermeasures [5].

4.3. Security Protocols Classification in 10T

The existing security suggests in the 10T are divided into two principal classes:
security that depends on asymmetric key schemes and security that depends on pre-distribute

symmetric keys.
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Figure 18. The Security Protocols Classification in 10T [10]

Asymmetric key schemes (AKS): The key schemes based on asymmetric
cryptography, also named Public-Key Cryptography (PKC) are a very popular method for
developing a reliable connection among two or more entities. In 10T, the usage of AKS has
one significant drawback, which is the power consumption and computation cost. In spite
of costly operations, many of researchers still look for carrying out AKS in the 10T systems.
The suggested schemes can be classified into two families: the first is key transport based
on public key encryption, which is relatively similar to the traditional key transport
mechanism. Several key establishment methods have been offered for the 10T, going from
raw public key usage to complex implementations in X.509 standard [35]. However, the

second family is a Key agreement based on asymmetric techniques where a shared secret is
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derived between two or more entities. In this class, the Diffie-Hellman (DH) key exchange
protocol can be cited [36].

Symmetric Key Pre-distribution Schemes: Researchers, for asymmetric approaches,
put forward also diverse techniques employing symmetric key establishment mechanisms in
the 10T security. Symmetric methods frequently suppose that nodes taking part in the key
establishment possesses common credentials. The pre-shared credentials can be a symmetric
key or some random bytes burned into the sensor before its deployment. This class may be
divided into two fundamental subgroups: the first class is the probabilistic key distribution.
In this approach, the security credentials are (keys or random bytes) selected arbitrarily from
a key pool [37]. In this case, every node pair, during their initial communication, can find a
shared key with some probability to create a secure connection. The second approach is the
deterministic key distribution. Here, to establish the key pool and diffuse evenly the keys,
every pair of nodes share a common key, a deterministic design is utilized [38].

4.4. Bootstrapping in 10T Networks

The 10T has as goal of bringing Internet to a number of application areas involving
small device communications such mobile-health (m-health) systems, Smart Homes, and
Smart Cities. This kind of scenarios necessitates secure mechanisms to preclude loss of
private data and dangerous actuating activities. The current IP-based loT frameworks and
primitives are not completely conceived with the restriction of resource-constrained 10T
devices. Therefore, lightweight security solutions are essential to guarantee the security of
loT devices.

The restriction at Internet of Things end-nodes encompasses the aspects listed below:
storage space, processing power, network capacity, (CPU (MCU) processor, RAM), display,
energy consumption and lack of user interface.

In a network security, authentication is one of the most substantial elements warranting
that the identity of users of the services are accurate. A diversity of authentication process

and protocols are there, however, all serve the same goal. [28]
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4.4.1. Motivation/ Need for secure authentication

Internet usage, online applications and ultimately the loT are encountering an
impressive growth. Many devices, which are now part of the 10T, they can be connected to
the web and can be accessed via a smartphone. Intruders have the potential to join a wireless
thermostat or overrun the smart TV and from there, get access to some other network putting
the users at great security risks.

The existing threats in 10T landscape include hackers or intruders crashing airplanes
by hacking into the networks, remotely disabling cars, remote murder through hacked
medical devices, accessing home automation through hacked thermostats and hacked
financial accounts [29]. Online fraud and hacking have become a significant source of
income for criminals all around the world. The motivation can be for monetary assets,
business gains or out of simple curiosity. This has produced the detection and prevention of
such activities a top priority.

Today, all the functions that can be executed offline have an online equivalent. This
expands on email access, social networking, etc. to manage funds and transactions online.
Where a user’s internal network necessitates being protected from unauthorized access,
when users need to connect from distant locations, when an employee is accessing
responsive business data or when a user wants to implement a secure physical access
solution, robust authentication is required. There will always be a trade off between security
and convenience. However, a credible balance between security and facility of access needs
to be implemented in all functional areas of the 10T. All the 10T applications highlight the
importance of authentication as the principal gateway to a secure connection and

communication of data. [30]

4.4.2. Difference Between Traditional and the IoT Authentication

The 10T is oftentimes deployed other than the standard internet. Consumers are getting
comfortable sharing, storing and accessing their confidential data online. Traditional
methods such as usernames, passwords, and fact-based questions are inconvenient and
inadequate to provide security for these applications. Password-based authentication

connection is the most popular but also one of the most insecure methods and is not adapted
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for computer networks. Password transmitted over a network may be intercepted by
attackers and can be eventually used to impersonate the user.

Traditional authentication technologies in wireless networks contain the public key or
private key based authentication, certificate based authentication, random key distribution
or hash function-based authentication methodologies. However, most traditional
authentications are based on human credentials such as biometrics, username password
combinations or some personal information. Human involvement is not included in the
authentication process of loT networks and the identity information depends on the
machine/device that is concerned.

Traditional authentication component was based on traditional role-based access
control (RBAC), but in the Internet of Things world, the attributes of a node or 10T object
make more sense which makes attribute-based access control (ABAC) more suitable. RBAC
monitors access based on the users’ roles into the system and on rules stating what access is
permitted for what users in given roles. ABAC provides access to users based on who they
are rather than what they do. 10T identity has, however, various contexts so a centralized
solution will not be feasible. The necessity of the hour is a multi-context aware mechanism
[31]. At every step during this authentication, it should be clear who is asking the access,
who is granting the access, what access is requested, if requesting party has the necessary
privileges, the location, etc. Traditional authentication never had to obtain all these security

details when access requests are issued.

The authentication methodology that will be implemented for 10T solutions has to take
into consideration low memory capacity of the 10T as the highest priority. The processing
power or CPU power in these devices/machines are much lower than that of personal
computers. Many loT networks are deployed on low-power lossy networks (LLN) whereas
others have very dynamic topologies according to the application, like medical devices,
home automation or vehicular networks. In accordance with Cisco, LLNSs are a category of
the network wherein both the routers and their interconnects are limited [30]. LLN requires
nodes be autonomous and conserve energy to enable nodes to operate over long periods

using small batteries.

Besides offering convenience, the IoT authentication systems require providing

enhanced security features, flexibility, scalability and privacy to their consumers.
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4.4.3. Classification of Authentication Techniques

Authentication techniques are divided in two classes. The first class of the
classification is done depending on how the authentication mechanism is executed
centralized/distributed and hierarchical/flat. The second class is depending on various

attributes that reflect the common features of the authentication mechanism.
The first class:

e Centralized: users/ devices connect to a centralized server to supply the needed
credentials such as an authentication server or an ID-provider or any trusted third
party.

e Distributed: components communicate and coordinate with the communicating peers
separately to attain a common goal.

e Hierarchical: in a hierarchical authentication system, users must be granted access to
the available information depending on the user’s access rights.

e Flat: authentication process is achieved without hierarchy being taken into
consideration.

The second class:

e Two-way authentication: This depends upon on if mutual authentication or one-way
authentication is carried out.

e Extra hardware: needed if additional hardware is required for the authentication
process to be accomplished.

e Multiple credentials: They are intended to be checked at numerous levels as a way
to validate the user’s or device’s identity.

e Multiple authentication levels: Multiple levels of authentication are required, each
with different credentials.

e Registration: This phase is required to register the user’s, the devices’ or the server’s
information.

e Offline/ pre-deployment phase: This phase is needed to configure the network or for

updates.
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4.4.4. Existing Authentication Schemes: Related Work

Shivraj et al. believes in the two-factor One Time Password (OTP) techniques, which
is developed employing a lightweight identity-based Elliptic Curve Cryptography (ECC)
scheme [39]. Additionally, it was proved to be more effective and reliable than other current
processes since the Key Distribution Center (KDC) neither needs any key storage nor stores
private and public keys of devices, it only stores their IDs. According to this protocol, fewer
resources were required without compromising security itself. The proposed methodology
does not address the case where a device wants to control another device from another
gateway and one using a different security scheme.

Crossman and Liu [40] have proposed another model for the user or device verification
by achieving the process user-centric. In place of a verification code, in this new verification
scheme named Smart Two Factor Authentication, after the user enters the password rightly,
he has to provide a security token like a Smartcard as the second authentication factor to
recover a dynamic encryption key. The user has complete control of all their resources,
which protects them from disturbing if the manufacturer's database is hacked into and saves
the manufacturer and national security concerns.

As password authentication usually depends on users being successful to remember
complicated information, emerging digital memories was suggested by [41], which
implicates the establishing of a repository of memories specific to individuals. This scheme
includes user identity assurance into authentication scheme and one factor in this uses
challenges from users’ own digital memories. Here, the possibility of attackers is decreased
since all the factors cannot be hacked or known by anyone other except the user. This
methodology makes difficult phishing attacks, social engineering, and shoulder surfing for
attackers and the complexity can be variable based on the type of service being used.

Yao et al. designed a message authentication code (MAC), after modifying Nyberges
fast one-way accumulator, a based multicast authentication mechanism for small-scale 10T
applications, which would be very efficient for resources-constrained devices [42].
Multicast provides efficient communication in network access layer and data sensing layer
of loT.

In [43], the author proposed a mechanism, which optimizes the interoperability among
the isolated loT domains and tackles security and privacy problems in the 10T model. The

proposed lightweight authentication and authorization mechanisms ensure certain assets of
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smart grid environments. The process is based on EAP over LAN (EAPOL), which
surcharges the constrained devices since they have to carry out and execute EAPOL in
addition to DTLS.

The authors in [44] realized a low-cost symmetric payload embedded key based strong
authentication and key management on CoAP. They introduced a lightweight security
verification scheme with key protection management to set up a secure channel for Vehicle
Tracking System. This lightweight protocol removes expensive handshaking for reliability
and is based on information about the vehicle circumstances.

Chu et al. proposed an authentication scheme based on ECC where the elliptic curve
public parameters are computed by the base station (BS) in the initialization phase [45].
While parameters are computed at the BS, extensive communication of values is necessary
after calculation. Furthermore, it demands an offline/pre-deployment phase to install the
network. Authors, in [46], depicted how the components implicated can interact with each
other to implement an authentication mechanism in various loT cloud scenarios. Here,
merely secure Internet of Things devices may be recognized for joining an loT Cloud
provider. After the joining process, several categories of authentication are considered for
Manufacturer, Advanced user access, and Basic user. Industrialists might regularly access
the 10T device for configuration setup, firmware updates, bug fixing, and other
administrative missions. Basic users get right of access to 10T devices via the Cloud IoT
Platform, while Advanced Users get direct admission to Internet of Things devices.
Nevertheless, for implementing such authentications, users should authenticate themselves
through the 10T Cloud Provider. The proposers of an OAuth based Authentication
Mechanism for 10T Networks; perform an authorization management for the RESTful Web
Service API access based on the OAuth2.0 authorization framework [47]. When 10T devices
should be accessed by users, to avert communicating by means of cloud infrastructure for
every request, security infrastructure is carried outside the 10T device. This makes it less
prone to physical attacks. In this situation, access to device resources is achieved

immediately, in a distant access scenario via the cloud infrastructure [48].



5. CONTIKI OS

5.1. Background

Contiki is an operating system written in C language, portable and open source for
miniature sensors and the Internet of Things. Contiki is specially designed for respect the
constraints of the WSNs, in particular, those related to limitations of memory space (it
occupies about 32 kilobytes of ROM and 4 kilobytes of RAM) [1]. Contiki is an open-source
software published under a BSD license. In 2002, Adam Dunkels created Contiki and now
other developers from Oxford University, Texas Instruments, SAP, and Cisco then develop
it. The origin of the word Contiki comes from Thor Heyer dahl’s famous k -Tiki raft [49].

The OS has upheld for many different low powered devices, with a purpose to permit
0T capability by proposing IPv4, IPv6, 6LOWPAN, CoAP, etc. Nowadays, Contiki is
utilized in both commercial and non-commercial applications to provide services as

industrial tracking, smart city devices, and much more. [3]

Contiki supplies multitasking and it disposes of a built-in internet protocol (TCP/IP).
It needs 30KB (ROM) and 10KB (RAM). Whether a system encompasses graphical user
interface then it needs 30KB (RAM). [49]

Contiki includes an event-driven kernel, above which application programs can be
dynamically loaded and unloaded at runtime. Contiki processes utilize proto threading; a
programming style that offers a good compromise between event programming and
multithreading programming. In addition to proto threading, Contiki also supports pre-

emption between threads.

For communication, Contiki implements two mechanisms: Rhyme and ulP. The first
mechanism is a layer just below the applications. Such layer provides a set of
communication instructions. For its part, the second mechanism (ulP: micro IP) is a suitable
implementation of an IP-based protocol stack (Protocols: TCP, UDP, IP, ICMP (Internet
Control Message Protocol)). The adoption of such a communication mechanism makes

possible the direct communication between a sensor and any IP host [1].
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5.2. System Architecture

In applications with constrained memory, a multithreaded model uses a lot of this
memory. Each thread necessitates a devoted stack, and it is not possible to anticipate the size
of the stack previously. Thereby, the stack is overloaded, as this memory allocation should
be accomplished at the time of thread set up. Similarly, when we have common resources,
we have resource locking mechanisms so that existing operations do not modify resources.
Event driven systems deals with processes as event handlers that monopolize the CPU until
completion. Nevertheless, this also becomes the issue of event-driven systems, the CPU is
incapable of answering the external stimulus if the event being run is long (e.g.
cryptographic algorithms). Contiki resolves this issue with the aid of a hybrid model which
is based on an event-driven kernel where pre-emptive multi-threading is carried out as an

application library that is optionally connected with programs that demand it.

A running Contiki system includes libraries, a program loader, kernel, and a group of
processes (could be either an application program or service). A process is determined by
means of its event handler function and an optional poll handler function. The state of the
process is upheld in its own memory whereas the kernel only contains a pointer to the
process state. All processes have the same address space; they do not function in various

protection domains. Inter-process communication is performed by displaying events.

As depicted below, figure 19, the Contiki system is divided into core and loaded
programs. This division is done at compile time. The core includes the program loader, the

Contiki kernel, the most popularly employed parts of language runtime and support libraries.

Loaded Programs
Loaded Program Can be easily updated

Communication Service
Core : Single binary
Language Run-Time Usually never modified

Program Loader
Kernel

Core Service

Figure 19. Contiki OS: Partitioning into core and loaded programs [50]
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The kernel is composed of a schedule of lightweight event, which affects events to
executing processes and regularly verifies the polling handlers of these processes. Program
execution is based on events or by the polling mechanism. It does not acquire an event
handler once it has been scheduled. Thus, event handlers should perform to completion. The
kernel carries asynchronous (queuing of target process), synchronous (direct scheduling of
target process) and polling. High precedence events, in polling, are directly transmitted to
the processor in between another event. The kernel utilizes a single common stack for the
processes to optimize memory usage. As referred to above, Contiki kernel supports loadable
programs. Contiki includes a power save mode preservation that conserves when the
network is in disabled state.

All functionalities of Contiki OS (communication, device drivers, sensor data
handling, etc.) are supplied in the form of services. Every service has its proper interface
and implementation, applications, which use an individual service, have only know the
service interface not the execution of it. Figure 20 point out the block chart of the Contiki
OS architecture. [7]
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Figure 20. Contiki OS Architecture [7]
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5.3. Contiki Characteristics

The Contiki OS has many advantages characteristics; below four of them are listed

with short explication.

5.3.1. Management and Memory Allocation [7]

Contiki is created for minuscule systems that are able to work only some kilobytes of
memory available. A standard design needs 2 KB of RAM and 40 KB of ROM; so, it is
extremely memory efficient and supplies an ensemble of memory allocation process
(memory block allocation-memb, a managed memory allocator-mmem and standard C
memory allocator-malloc). The OS takes in charge dynamic linking of the programs and
dynamic memory management, involving managed memory allocator (mmem) with the
main mission of maintaining the allocated memory free from fragmentation through

clustering the memory when blocks are free.

5.3.2. Power Awareness [7]

The OS is conceived for highly low-power frameworks that can require running for
long time on a couple of AA batteries. It does no longer deliver any power economy
capabilities; setting the devices into rest mode or another sort of power economy action shall
be manipulated by the applications. Nevertheless, Contiki gives a system power

consumption estimation mechanism to verify where the power was consumed.

5.3.3. Cooja Simulator [50]

COOJA is a network simulator that enables the emulation of physical equipment
systems. Cooja plays the role of the application of Contiki OS focusing on network conduct.
With this application, the user can simulate WSNs without none special mote. Cooja
sustained an ensemble of standards, which are Contiki-RPL, TR 1100, IEEE 802.15.4, Tl
CC2420, ulPv4 stack and ulPv6 stack. It exists four spread models in the COOJA simulator,
which should be chosen before beginning a further simulation. The prime model is constant
loss Unit Disk Graph Medium (UDGM), which takes the ideal transmission range disk

where the motes inside the transmission disk get data packages and motes outside the disk
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do not receive anything. The second model is distance loss UDGM, which is the extending
of the first model. It treats the radio interferences. Packages are transferred with “success
ratio TX” probability and packets are recognized with a probability of “success ratio RX”.
The third one is Directed Graph Radio Medium (DGRM) and it exposes the spread delays
for the radio binds. The fourth model is Multipath Ray-tracer Medium (MRM) that utilizes
the process of ray tracing (Friis formula, as an example) to compute the receiver power.
MRM is as well able of calculating reflections, and refractions along the radio links, and
diffractions.

The interface of the COOJA network simulator includes five windows. The physical
disposition of the motes is shown in the network window. One ought to modify the physical
position of the motes in order to build a topology. All the different motes have separate
colours according to their task, for example, the sink mote has a green colour while the
sender mote, and it is colour is yellow. The network windows allow the visibility of the mote
attributes, mote type, radio environment of each mote and radio traffic between the motes.
The window of simulation control displays the rate of the simulation and to stop, launch and
reload the actual running simulation. For writing the theory and essential points of the
simulation and save them, a note window exists. In the running simulation, for each mote,
the network simulator points out a timeline. The usage of the timeline is to display the power

consumption and the network traffic in the WSNSs.

5.3.4. Full IP Networking [7]

Contiki supplies a full IP network stack; every application may employ both IPv4 and
IPv6 stack. It consists of an implementation of uIP, a TCP/IP stack for 8-bit micro-
controllers written in C, with a minimum set of characteristics to uphold TCP, UDP, ICMP

and IP protocols, and the new low-power standards such as 6lowpan and RPL.



6. THE PROPOSED SCHEME

Because of the limited nature and scale of devices involved in the 10T, the security of
the network is a fundamental challenge in such networks. Besides the security and privacy,
several aspects require being taken into account for the I0T, together with context-
recognition, scalability, and ease of deployment. The quantity of the data that the IoT
generates is growing promptly, and requisition for real-time treatment is surging for cyber-
physical systems. To fulfil these requirements, Cisco Systems introduced the Fog computing

concept for the Internet of Things. [73]

Fog computing uses edge computing devices, such as smart gateways, laptop
computers, and mobile phones, which can perform as gateways to the Internet. Edge
computing is distributed, open IT architecture that represents decentralized treatment power,
allowing mobile computing and 10T technologies. In edge computing, instead of transferring
data to a data center, it is treated by the device itself or a local computer/server [74].
Processing or analysing data at the edge instead of in a centralized server would be beneficial
for numerous reasons such as reducing Internet traffic and energy efficiency. Additionally,
these solutions will enhance the scalability of wireless 10T Mesh networks in which the data
packages will require going through a number of hops to arrive at the concentration entity
as described by IETF 6LowPAN solution using IPv6 RPL routing protocol [75] [76].

Due to reasons given above, centralized protocols are not adequately suitable for
multi-hop sensor networks. Hence, distributed algorithms must be established to deal with
scalability challenges posed by multi-hop 10T mesh networks. The nodes, in the distributed
algorithms, are able to make local decisions based on cached data obtained from a
centralized entity of information acquired by listening to the local network. It is also
recognized that the localized decision-making has its own challenges, as being locally
optimum and freshness of the cached information in the case where a central entity forwards
the information to local nodes to accelerate some process. The communication system
among a great number of constrained resource devices has a significant role in the security
and privacy of the engaged objects. The authentication in one of the fundamental
requirements of a successful 10T network security architecture to prevent malicious

users/devices from joining the network.
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6.1. The Proposed Work

This thesis introduces an enhancement of the existing secure bootstrapping mechanism
of the standard IETF 6TiSCH protocol in which a distributed data storage is used for the
management of the authentication keys. With this distributed approach, the objective is to
minimize the communication overhead of the IETF 6TiSCH authentication mechanism,
enable an efficient authentication process and enhance energy efficiency of the network
through holding the authentication parameters at the edge of the 10T network.

A zero-touch authentication approach for bootstrapping of 10T units is proposed by
IETF 6TiSCH [77] working group. The contemporary inspiration consists of a centralized
node for allowing authentication referred to as Join Registrar/Coordinator (JRC) wherein
the nodes through a join-proxy/helper authenticate themselves to this node, as shown in
figure 21. This mechanism has the plain disadvantage of a centralized method where
scalability becomes a real challenge. Certainly, one may additionally claim that the
procedure of authentication is a unique case wherein the node is bootstrapped to the network
inside the starting and left for alone. However, it might be possible that the authentication
credentials will require refreshing to enhance the security of the network that could place an

extra communication overhead on the network with a restricted throughput.

JRC

e Internet
-—

BR

N llpined Node | B | Pledge

1P | Jgined Proxy | JRC |loin Registrar/ Coordinator

P e Border Router

Figure 21. Overview of the join process
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The suggested approach defines the minimum mechanism needed to accomplish a
secure boot configuration of a device, which wants to join the 6TiISCH network [78]. The
intent of the configuration is to establish a secure session between the device wanting to join
the network and the node, which aids to integrate the device into the network with the use
of a central authorization service. To achieve the defined steps, the device should be
synchronized to the network by installing the link layer keys. At this level, the devices will
communicate with each other securely. In addition to the events that occurs in the link layer,
further security mechanisms may be included to the top layers.

The standard security mechanisms determined in IEEE 802.15.4 are used when link-
layer frames are secured. Authentication on the link layer should be applied to the whole
frame even the 802.15.4 heading. Encryption can be applied to the data load of the 802.15.4
standard. Using two different encryption keys (K1, K2), the standard performs the
verification process. The K1 key is used to verify the tokens (it is assumed to be attributed
to all devices). The K2 is utilized to verify and encrypt the data and confirmation frames.
These keys can be preloaded on the devices or reported to the devices during the key
distribution phase. The node, which wants to join the network, varies depending on whether
the keys are preconfigured. If the K1 and K2 are preconfigured, the node that is involved in
the system does not need a key distribution mechanism to learn these keys. Although K1 is
known and K2 is unknown, the node confirms the tokens coming from neighbouring devices
using K1 and depends on the key distribution mechanism to obtain K2. This key value and
some other parameters are sent to the device in response to requests received by the
central/distributed authentication entity. Once the node has validated the key value, it is

included in the system and is now able to communicate with its neighbours.

All frames on the 6TISCH network should use link layer security. Security options
encompass data authentication and encryption. The candidate node validates these frames
using AES-CCM to verify that the EB message is coming from 6 TiISCH network. Link layer
frames consists of 16 bytes key and 13 bytes nonce values, which have a great importance
for encryption. This unique value used during encryption consists of the address of the
device sending EB (8 bytes) and ASN (5 bytes).
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Address (8 bytes) ASN (5 bytes)

Figure 22. Link layer nonce structure

If the K1 and K2 are not preconfigured, the node make use of the OSCOAP protocol
to be able to use the tokens. In the key distribution phase, the link layer key values are sent
to the devices using this protocol. With these key values obtained by the device, they encrypt
and validate data and confirm frames.

The IETF 6TiSCH group provides the authentication mechanism shown in figure 21
for booting 10T devices. The current proposal is a central structure to enable authentication
entity called the JRC and auxiliary nodes having common properties with these nodes that
help nodes to be involved in the network.

To be a part of a 6TISCH network, the device must have a synchronization upon the
network to get parameters like slot time duration, slot timing, channel-hopping sequence,
etc. After that, the join process can start whether the wireless device holds the relevant
authentication data for the network. At this step, it is expected to interact with the network
to set up the link layer keys. After that, the node can initiate a secure end-to-end session with
devices employing DTLS [79] or OSCOAP [80]. If application needs are known, the device
communicates with its partners to ask for extra resources as required, or to reconfigure as
network changes. As a result of joining the network, the candidate device waits for one or

more link layer keys and, optionally, a temporary network identifier.

In the joining process, some preconditions must exist; for instance, a pre-shared key
or certificate for authenticating the Enhanced Beacons (EB), another pre-shared key for the
joining node to authenticate to the JRC, and a shared key or certificate for authenticating the
device to the JRC response. The node, which wants to be a part of the network, is called
Pledge in a 6TiISCH setting. After being authenticated to the network, the node is named
Joined Node. While the Join Proxy is the node that transmits the join request to the JRC.
The JRC in the 6TiISCH network takes the responsibility of authenticating and authorizing
of the joining nodes. As depicted in [15], for authorizing the bootstrapping to occur, the
6TISCH join operation specifies an Audit Token, also an Ownership Voucher pointing out

that a definite range is the possessor of the joining node and a MIC (Manufacturer Installed
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Certificate) for the bootstrapping process [81]. The actors in the proposed 6TiSCH
bootstrapping process are shown in figure 21.

The joining node, in a 6 TISCH bootstrapping process, is supposed to hold a pre-shared
key or a proper certificate for the network, which it chooses to be a part of. For synchronizing
with the 6 TISCH network and finding out the parameters mentioned above, the Pledge first
has to listen for EB messages. After getting a Beacon, the Pledge authenticates it with a pre-
known key. The role of that step is checking that the Beacon is a 6TiSCH beacon and
validate it as a 6TiISCH message. Subsequently, Pledge is synchronized upon the network
but not authenticated. In the following operation, Pledge sends a Join Request to the node
that it got the EB with the use of CoAP protocol. The request is transmitted to the JRC by
the Join Proxy. Since the JRC address is known by the JP, join requests are always forwarded
to the host server via the OSCOAP protocol. During the routing process, there is no need to
know the nodes between pledge, JP and JRC. Network join requests are sent via multi-hops

on the network layer without going to the application layer.

Utilizing each of two the pre-shared key or the pre-installed certificate, the JRC node
authenticates the demand and forwards the Join Response back to the Join Proxy. Join Proxy
sends the reply message to the pledge, which authenticates it using its authentication tokens
for the JRC to ensure it got a Join Response from a legitimate JRC. As a result of the

verification process, the candidate node may or may not be included in the network.

This work extends the 6 TISCH bootstrapping to encompass a Proxy JRC (P-JRC) that
can contain authentication credentials for JRC and may authenticate devices to the network
in the name of JRC by establishing a distributed bootstrapping model. The selection of the
P-JRC device can be from the JNs or might be a pre-configured device with additional
equipment. The aim of this study is to decrease the communication overhead of the
bootstrapping, and authentication credential refresh procedure in the network. The
implementation of the P-JRC can be in a unique trusted device into the network or in a
distributed fashion where many nodes may mutually stock up the authentication data for the
centralized JRC entity. In our suggested approach, as indicated in figure 23, a distributed P-
JRC is realized within the network. We installed a duplicate P-JRC, which will cooperate to
authenticate the Pledge. Each P-JRC holds partial credentials of the authentication for the
pledge. As the instance for the standard 6TiSCH bootstrapping node, the process, in the

proposed model, gets started when the Pledge sends a join request to the JP.
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Figure 23. Proxy-based authentication infrastructure

With the target IPv6 address of the centralized JRC device, the Join Proxy transmits
the request to the network. The request might reach the PJRC as it traverses the network. In
this situation, the single P-JRC cannot authenticate the joining node alone. The PJRC
contacts its duplicator, which is its distributed storage partner, to recover the full
authentication key. After the Pledge is authenticated to the network, the authentication
message is sent by the P-JRC to the Join Proxy to finalize the operation. To update the
authentication tokens, the JRC device transmits new authentication tokens to the P-JRC
device at predefined time-periods. Therefore, a lower communication overhead is enabled
regarding to authenticating and refreshing the authentication credentials of the nodes

centrally.

The key management has an important role in securing data and in the design of the
authentication mechanisms. The current techniques of keys storage founded on a single
trusted node (e.g. Base Station) deployment lead to communication bottlenecks and energy
consumption imbalance [82]. Depending on the limited characteristics of the 10T devices,
an appropriate data storage mechanism needs to be implemented. Therefore, storage of the
Keys ought to be executed in a manner that it is possible to recover them on request reliably.
To this end, a solution of a distributed storage is employed, wherein information belonging

to a node is saved through some of the nodes and recovered with the aid of connecting a
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subset of those nodes [83]. In this study, we used a distributed storage system to ensure a

secure storage for the cryptographic keys.

RPL allows mutual traffic from the low power device to the Root node in the network
and vice versa with the use of a DODAG. In our proposed mechanism, a network of limited
energy devices is established employing RPL as the routing protocol. With RPL, the nodes
may authenticate themselves to the JRC by means of the Root node of the network, which
is designed as a border router between the emulated network and the Local Area Network
(LAN) [75].

The proposed key management scheme is constructed on top of the above network
model to offer powerful authentication and dynamic key establishment. The key material is

generated at the JRC. To execute the scheme, some assumptions are made:

(1) The JRC is trusted entity where the symmetric keys and the dynamic IDs
for the devices are stored.

(i) Groups of two nodes are pre-selected.
(iii) The P-JRC nodes are trusted and secure entities.

The scheme includes two phases (1) System initialization and (2) Authentication of
the Pledge.

Table 2. The notations used for the scheme

IDu Device identity (can be the EUI64 of the
device)

DIDu Dynamic identity of the device

PWDu Password of the device

H (PWD) u Hashed version of the device password

GKJRC—u Global symmetric key between the device
and JRC

PKJRC—u The symmetric private key between the JRC
and device following authentication

TS Timestamp for data freshness
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The rest of table 2.

H(.): One-way hash function (SHA-1)

| String concatenation operation

Message integrity is the feature by which data has not been changed in an unauthorized
way since the time it was formed, transferred, or stored by means of an authorized source.
The hash functions are the best way to protect the integrity of data blocks (e.g. text,
messages, and files).

Objective functions are functions that produce output at fixed length, subjecting the
data at any length to a particular extract algorithm. The advantages of this approach are often
the guarantee of the integrity of the data, their speed, their output on a fixed length, the

absence of extension of the file size and a high-performance communication.

The Secure Hash Algorithm (SHA), associated with some sort of message
authentication method, ensures the integrity of programs and files when applied. In this
technique, it is easy to calculate the value of an entry at a fixed length from an input value,
but it is difficult to produce an input value that gives the same output value. The change of
a bit in the input value changes the half of the bits in the value of the extract on average. It
is mathematically very difficult to find a different input value that gives the same value as a

given hashed value.

In this thesis, the most widely used SHAL algorithm is utilized in the encryption
algorithms designed by NSA [84]. With this algorithm, only encryption is done; decryption
cannot be performed. The text used for encryption goes through certain operations and
creates 160-bits. SHAL consists of two stages, pre-processing and hashing. In the pre-
processing phase, the messages are divided into 512-bit blocks and, if necessary, the length
of the last block is reduced to 512 bits. The hash calculation uses this message to generate a

series of functions, constants, and word operations, as well as a summary value.

The pre-processing must take place before the start of the extraction calculation and
has three steps: fill the message (M), assign the filled message to the blocks, and set the

initial summary value.
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SHA-1 uses several logical functions such as f0, f1, ..., f79. 0 <t <79, each f t
function operates on three 32-bit words x, y, and z and produces a 32-bit output. The function

f(t; X, y, z) is defined as follows.

f&x,y,2)=&A YV ((@x)A 2), 0<t<19 (1)
fGxy2)=x @y d z 20 <t <39 (2)
f&;xy,z2)= (xAyY)V(xA2zZ)V (y A 2z), 40<t <59 (3)
fExy2)=x®y & z 60 <t <79 (4)

In SHA-1, fixed words use Kt: Ko, Kj, ...... , K79, which consists of eighty 32-bit words.

K(t) = 5a827999, 0<t<19
K(t) = 6ed9ebal, 20 <t < 39
K(t) = 8flbbcdc, 40 < t < 59
K(t) = ca62c1d6, 60 <t < 79

The purpose of filling with additional bits is to make sure that the message is 512 bits
solid, depending on the algorithm. Once the message is added, it must be divided into 16
blocks of 32 bits so that the calculation of the hash can begin. Since the input block can be
represented by 16 words of 32-bit, the first 32 bits of the message block are expressed as
MO®, the next 32 bits are M1® and the last M15%. Before starting the calculation of the
extract, the initial extraction value (H (0)) must be prepared for the algorithm to be applied.
The size of H (0) and the number of words it contains relies on the size of the message digest.

For SHA-1, the initial H (0) extract value contains the following five 32-bit words.
HO (0) = 0x67452301
H1 (0) = Oxefcdab89
H2 (0) = 0x98badcfe
H3 (0) = 0x10325476
H4 (0) = 0xc3d2elf0

The computation is expressed utilizing two buffers, each consisting of five 32-bit
variable and eight 32-bit message sequences. The words of the hash value are labelled as H
0), W (1), ..., W (79), while the words of HO, H1, H2, H3, H4 and 80 messages are labelled.

The main algorithm uses to change the state of each 512-bit message block. The treatment



59

of a message block consists of a non-linear function, modular acquisition, and 80 similar
operations on the left shift. As a result of these operations, the 160-bit summary is calculated.
This value is stored for future use.

Conflicts in SHAL are not easy to occur. SHA-256 requires much more processing
than SHA-1 but has similar structure. Therefore, SHA1 was chosen in the study to reduce
the cost of transaction. Powerful devices, which are the registration center in the verification
process, have direct access to the actual identification information of the users. This feature
allows malicious people to access identity information of users by attacking from the inside.
To close this gap, the encrypted functions of the credentials were stored in databases using
the hash functions. Even if an attacker physically sees the authentication server, one-way
hash functions are used, so a reverse action cannot be obtained, and the user cannot obtain
the actual identity values. For this reason, the authentication elements used within the scope
of the thesis use the identity values created by the simplicity provided by the unidirectional
hash functions of the users (nodes). With this feature, even if the elements are captured, the

attacker cannot obtain real identity parameters. [85]

6.1.1. System Initialization Phase

At this phase, 8 bytes for ID number and 20 byte for password parameters are produced
by the device. Generated credentials are created from the link address that is specific to each
device. To establish the DIDu of the devices, the hashed version of the (PWD) and are
concatenated and hashed. A secure symmetric key for the JRC device is also generated.
However, before storing it in the registered device, the key will be divided into two parts.
Each entity of the pre-selected groups stores its part of the key. This allows the

authenticating node to confirm the JRC response.

(DIDu) = (H(IDu|[H(PWDu))) (5)

The DIDu and H (PWD) u parameters are securely stored in the JRC device. Since
both sides are supposed to trust each other at this stage, no attack situation is taken into
consideration. Since the hashed versions of the credentials are stored in the JRC device, an
attacker having access to the transmitted information of the device cannot procure the

original identity of the devices from this hashed information. At this stage, JRC provides the
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device a symmetric key value so that it can use it at other stages. On the other hand, the JRC
can authenticate the incoming authentication message by comparing the incoming DIDuto

the DID generated from the stored credentials for the pledge.

6.1.2. Authentication Phase

As we explained in the last section, 6TiISCH demands the EBs to be authenticated
employing a key, which can be pre-configured or obtained within the join process. After
getting the EB from the network, the node becomes synchronized to it and can pick up
network parameters (slot timing, duration, and slot frame) from the Enhanced Beacon. Next,
the Pledge sets up its link-local IPv6 address and declares it to the node it is synchronized
to, such as Join Proxy. Then, the Pledge starts the join authentication process as depicted in
figure 24. The join process that is proposed and described in this thesis implements a slightly

modified version of the proposal defined in [68].
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Figure 24. Implemented 6 TiISCH bootstrapping model

For joining a 6 TISCH network, the node transmits an end-to-end encrypted message
to JRC through the Join Proxy. Encryption of the Join Request message may be completed
either using a pre-shared key or certificates installed on the Pledge. The authentication
procedure, which employs pre-shared keys, needs a small number of messages to be
transmitted between the Pledge and the JRC. For this reason, the pre-shared key-based
authentication process is less communication intensive as compared to certificate-based
authentication. Furthermore, in the case where the pre-shared key of the node is
compromised, the intruder can get the keying material, which passed from the JRC to the
Pledge. With this attack, the network can become unreliable. As well, it is the same case for
a physically compromised node with pre-installed certificates. Where pre-shared keys are

used, the JRC must keep separate keys for each node joining the network.
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The Pledge forwards a Join Request packet to the Join Proxy after getting its link-local
IPv6 address and setting up a registration in its local neighbourhood table for the Join Proxy.
The transmission of the request package has been realized in the shared slot mentioned by
the means of the EB as per 6 TiSCH specification [69]. Statelessly, the packet is transmitted
by the Join Proxy to the JRC. As depicted in figure 24, the received request is authenticated
by the JRC by defining the Pledge credentials such as DIDu, DIDu* and time stamp in its
key database. After verification, if this holds, JRC forwards a "HELLO" message with
authentication tokens assigned to the Join Proxy. After verification, if this holds, JRC
forwards a "HELLO" message with authentication tokens assigned to the Join Proxy. The
JP pull out the Pledge's address from the response message. After that, the Join Proxy sends
a request to it is neighbour node, which is sharing the keys with it, to get the correspondent
part of the key, as shown in the figure 25.

The JP, upon getting the completed key, sends the encrypted message with new
authentication credentials to the Pledge. At the same time of receiving the incoming
response, the pledge starts the authentication of the packet with credentials, which is already

stored for the JRC. In this manner, the authentication of the response is validated.

Ki=K: + K3
/ <o~k

Figure 25. Key generation

In order to decrease the communication overhead brought through the centralized
authentication process, in our approach, a duplicate JRC is located inside the 6TiSCH
network. Certainly, it is predicted that the authentication tokens are not suitable for a whole
network with low energy device. However, if it is anticipated that some of the devices in the
network store a selected subset of authentication data for the part of the network (an RPL

network), it is achievable to enhance the performance of the network through leveraging of
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shorter authentication routes. The focus of our proposed scheme, it is only the effect of a
distributed authentication system on the flow and energy consumption of the network. The
picking out of the nodes that perform as duplicate JRC is out of the scope of this thesis and
will be approached in the future work. In our process, we supposed that the nodes picked as
P-JRC are preferably positioned inside the network and they have sufficient memory storage
to store the authentication credentials for the network. Of course, the proposed approach
aims to reduce the memory storage requirement by keeping partial keying material in
neighbouring nodes. We should mention that in our proposed distributed mechanism that
one P-JRC cannot authenticate the Pledge alone. Because, each P-JRC has partial credentials
of the joining node. The P-JRC, which will be the authenticator of the Pledge, requires

contacting its P-JRC partner to recover the completed key, as it shown in figure 25.

In the figure 26, which presented our proposed distributed authentication process, it is
visible that if the P-JRC gets an authentication demand intended for JRC of its network, it
cannot authenticate the Pledge on its own. The P-JRC sends a request to its P-JRC
collaborator and gets the correspondent partial of credential. After recovering the whole key,
P-JRC authenticates the Pledge and forwards a reply message to the Pledge along with
authentication tokens for the Pledge. Otherwise, when the P-JRC is not over the routing path

of the Pledge, as shown in figure 26 authentication mechanism occurs at the central JRC.
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Figure 26. Proxy JRC based authentication model

In this thesis, the Contiki OS is used for the implementation of the suggested

bootstrapping protocol for 6 TiISCH and Cooja emulator exp5438 embedded platform [70]

to evaluate the scheme. Table 3 presents the testing parameters. Every 20 and 25 designs are

performed 5 times with distinctive random seeds and the medium authentication delay is

estimated utilizing the average data from the simulations. For both designs, two perfectly

placed P-JRC are employed. Forwarding its synchronization to the 6 TiSCH network, every

node, as mentioned in Table 3, transmits an authentication demand after a random rest time

between 30 and 60 seconds.
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Table 3. Testing parameters

Parameters Value
Number of nodes 20-25
Start-up delay (minute) 30
Authentication request delay (second) 30-60

RX (%) 70-80-90-100
Propagation node Cooja UDGM

6.2. Experimental Results

Since the sensor devices have constrained resources, it is significant to measure the
security mechanisms applied (the encryption speed and the energy consumption). This
section presents the methods used to measure parameters such as workload, ROM, RAM
and energy consumption of 10T applications. Then, these methods were used for evaluation.
The most accurate method is to use a high precision oscilloscope to control the output pin
of the data. This method seems to be more complex and many external factors must be taken
into consideration for the measurement case. The second method is to use real-time timers
in Contiki. By using real-time structure, the results with greater accuracy are seen in the

execution time. The Contiki operating system supports real-time and on-time schedulers.

Since the WSN is equipped with a constrained power source, energy is a very limited
resource. While normal applications consume energy in the micro joule space, security
mechanisms with open key encryption complexity cause energy consumption in the mill-
joule dimensions. For this reason, symmetric encryption technique with low energy
consumption is used in the proposed authentication mechanism. Contiki offers a tool called
ENERGEST for energy estimates. Energest is a software-based mechanism, which estimates
the energy consumption of the sensor node. It is used by the sensor node to provide energy
estimates for all components, such as the radio receiver and CPU in the Contiki. This process
is based on the use of base clocks (timers). It holds a table with all components, such as
CPU, radio receiver and LEDs. When a component is active, a counter-estimate starts
measuring the energy consumption. When the component is turned off, the current value is
added to the registration table for this component. The difference between the two values

indicates the energy consumed during use by multiplying by the resulting power. To



66

normalize table values, the characteristics of the selected material must be known. Table 3
shows the parameters used for normalization. These values were obtained from the MSP-
EXP430F5438 and CC2538 datasets [71, 72].

Table 4. Currents Driven by Components

Component Instantaneous consumption (mA)
CPU 1.99

LPM 0.0545

TX 20

Rx 17.7

Vce 3.3V

Once each component has been registered, it must be multiplied by the voltage of the
sensor node to obtain energy from non-standard values. The values obtained are divided into
RTIMIER_SECOND of the Contiki operating system and used for real-time energy
consumption. This variable refers to the real time clock. Vcc is used at 3.3V because the
sensor node is in full power mode. The following formula shows the code format for the

energy used in the study.

avg_power = ((1.9 * cpu + 0.545 * Ipm + 20 * listen + 17.7 * transmit) * 3.3/
RTIMER_SECOND)); (6)
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Figure 27. Authentication time for the evaluated networks

The performance of the both executed authentication process for 20 and 25 nodes is
shown correspondingly in the figure 27. It is recognized, for the scenario of 20 nodes
network that the authentication duration for the Pledge changes in accordance with the mean
link quality of the network for the centralized and distributed approaches. However, the
distributed scenario results are better in terms of authentication delay than the centralized
approach. In the instance of the distributed authentication using two P-JRCs, authentication
delay is less for all the link success probabilities comparing to the centralized authentication.
Otherwise, in context of authentication time for the 20 and 25 nodes instances, the

distributed approach surpasses the centralized approach process by approximately 10%.
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Figure 28. Number of transmitted and received packets for 25 nodes

The amount of the transmitted and received authentication packages for the centralized
and distributed authentication process of 25 nodes network is represented in figure 28. The
figure depicts the overall number of the transmitted and received packages in terms of link
success probabilities. It is observed that in the case of a centralized authentication process,
the overall number of packages, which should pass through the whole network for the
authentication mechanism, is higher than the proposed distributed authentication approach.
Certainly, we have supposed that the two P-JRC hold all the authentication keys before the
evaluation. The effect of getting to update the keys inside the duplicated JRCs in the network
has to be studied as future work. Despite that, the comparison of the results of the packets
transmission indicates that the traffic generated by the distributed authentication mechanism

is about 11% less than that of the centralized authentication for IETF 6 TiSCH networks.
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Figure 29. The average amount of energy consumed during the boot process

The last figure figure 29 shows the average amount of energy consumption all along
the bootstrapping of the nodes in the network with regards to the battery power where a
3.3V100 mAh battery is supposed. The graph points out that the energy economy of the
distributed authentication process gets to be more significant with the growing amount of
the nodes inside the network. Moreover, the link quality of the network influences
considerably the energy consumption of the bootstrapping process as expected. It is shown
through the initial results that driving the authentication mechanism to the edge of the
network may notably minimize the rate of the energy consumption of a 6TiSCH based I0T

network.

However, because of the variable size of the stack, it is difficult to measure the use of
RAM and the stack is used for dynamic memory allocation. Table.4 gives details of the
executable areas for the exp5438-embedded platform. An executable program is divided into

sections called .text, .bss, and .data.

« The .text field points to static memory, which contains code and static

variables.
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» The .data field creates a dataset that does not occupy any space on the ROM
that is set to zero when the program starts, but that is stored in RAM during
program execution.

» The .bss field is the value initialized at the start of the program, so it must be
stored in the ROM as well as in the RAM.

The amount of memory used in the RAM for the authentication mechanisms used in
the client application is almost the same. The amount of ROM used in the distributed
authentication method is 5 kB more malice than the central structure. A larger network share
of the limit router increases the memory consumption in RAM / ROM areas based on the
client application. Similar to the Client application, the border router adds an additional cost
of 5 kB to the ROM memory space when using a distributed authentication mechanism
compared to central authentication. The memory consumption rates in the RAM area are

very close to each other for the verification mechanisms used.

Table 5. Memory Usage of Centralized and Distributed Authentication Protocols (Bytes)

User

text 111085 116986
.bss 13438 13468
.data 630 638
RAM (data + bss) 14068 14106
ROM(text + data) 111715 117624
Border router

text 112780 118680
.bss 14454 14484
.data 662 670
RAM 15116 15154

ROM 113442 119350
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Figure 30 indicates the areas covered by the methods used for authentication
mechanisms (AES-128, SHA-1). Most of these methods are stored in ROM memory. In the
RAM memory, the variables created in the run state are recorded. The proposed method
does not cause excessive to nodes because it includes a simple mechanism that performs
symmetric encryption and integrity checking.
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Figure 31. The average time of the operations performed for authentication

Figure 31 shows the average time of transmission for which the authentication has
been performed by location devices. Here, the border router and the normal node are
evaluated together because they have limited resources. The authorization service is
considered a device that does not have resource constraints when it is handled centrally. For
the password creation, it generates a value of 20 bytes for each specific device. This value
is known as a new form with the help of hash function. This value is then saved for use in
the JRC database. With the hashed state, the authorization service cannot directly access the
actual identity information of the device. This helps to hide basic credentials. The creation
of dynamic identity information has a common share with the benefit that the summary of
the above-mentioned ciphers brings. With this value, the authentication process is in
progress or terminates. As the AES-128 symmetric encryption technique is used in the
encryption step, the system does not need additional cost. Since the system automatically
switches to safe mode after the verification steps, all message traffic is encrypted. This
feature ensures that devices included in the network can communicate securely with each

other.



7. CONCLUSION

l0T is a very powerful puzzle word, which is able to change our ordinary lives into
latest movies of science fiction when it is performed and incorporated with success. It is not
something impossible to imagine an everyday life enclosed by smart objects, notably after
the popularity that acquired the smartphones in the last few years.

This new concept has allowed us to discover a new dimension, brought us to encounter
new technologies such as Contiki, and enhanced elderly technologies like ZigBee.
Furthermore, it is a project in progress, which has a lot to offer and a path to pass.

More precisely, the 10T is an evolution of today's Internet that is born of the
convergence of several types of networks and technologies, particularly 1Pv6 Internet,
wireless sensor networks and RFID technology. Indeed, sensor networks represent the most
interesting part of all the founding technologies of loT. They have already achieved
remarkable success in different areas of urban, rural, civil and military applications. In
addition, with the integration to the Internet, their benefits and application efficiencies are

expected to take a much wider space with new perspectives.

With the emergence of 10T, security risks are becoming enormous with a high degree
of diversification and severity. On the other hand, the constraints imposed on the sensor
networks (mainly the resource limitations) prevent the installation of highly robust security
mechanisms because they require powerful devices, which is not the case for the sensors

required.

Authentication, which is one of the most significant security requirements, is the main
obstacles in front of the 10T vision. For authenticating, a network with tens of millions of
nodes is not always an easy assignment notably when the network exigencies and the
application areas can vary a lot. Nevertheless, in nearly every node, the behaviour of the
resource- constrained is common. It gives us the chance to generalize and establish a security
system. Supplying robust security, which is split into various levels or options to take into
account different requirements of different applications and provide flexibility, is the

intended system for IoT networks.



74

To establish a full security solution, data on nodes should be secured when stored and
transferred. It is fundamental to find effective solutions for the resource-limited embedded
systems. In this study, the proposed scheme combining security aspects of storage and

communication is able to attain this purpose.

The proposed mechanism can be applied in many practical 10T applications where the
authentication and key management are highly required.
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